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Bid Number/gyel waies (Rs geam):
GEM/2023/B/4305024
Dated/fgeier : 07-12-2023

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

18-12-2023 13:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

18-12-2023 13:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

120 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Heavy Industries And Public Enterprises

Department Name/[A#9r & =re1

Department Of Heavy Industry

Organisation Name/@316d & =1

Bharat Heavy Electricals Limited (bhel)

Office Name/@aie I &l =TH

10110009-heep, Haridwar

Item Category/#ig Bl

Vulnerability and Penetration Testing

Contract Period/37[d9 3/@af 2 Year(s)
MSE Exemption for Years of Experience and N
Turnover/ 3J5d ¥ auf ¥ wHTES TT °
Startup Exemption for Years of Experience N

o}

and Turnover/ 3iHd & auf § FWIEIHT T

Document required from seller/fashar & &
AT SEAASA

Experience Criteria,Bidder Turnover,Certificate (Requested
in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/fs & Ra¥ Nl aftsar frar

Yes

RA Qualification Rule

H1-Highest Priced Bid Elimination

ITC available to buyerfrdl & faT 3ucsy

IMSEA

Yes

Type of Bid/fds & y&R

Two Packet Bid

Time allowed for Technical Clarifications

during technical evaluation/d&iihr HdHT H
3T At TAEOT ¥ IgAT FHIT

3 Days

Evaluation Method/Ieid ugfa

Total value wise evaluation
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Bid Details/f5 faaor

Financial Document Indicating Price
Breakup Required/fcd a2l arel O &S | ves

SP3T 3TAIS T

EMD Detail/3uaE faaror

Required/3TaRgedr No

ePBG Detail/$ddish faavor

Advisory Bank/tsarssit d& State Bank of India

ePBG Percentage(%)/gdtdsh ufaerd (%) 5.00

Duration of ePBG required (Months)/$dids &Y

26
TR 3afa (7).

(a). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./$TaEl 3iR Hurea
AT T, ST TE Il &, et & gay A gt anfeu)

Beneficiary/arandf :

Dy. Manager

10110009-HEEP, Haridwar, Department of Heavy Industry, Bharat Heavy Electricals Limited (BHEL), Ministry of
Heavy Industries and Public Enterprises

(Ajay Kumar)

Splitting/fasrsiet
Bid splitting not applied./arel faemSTar oy A& fopar ar=m

MIl Compliance/THTSHTS 3igurel

MII Compliance/TH3TS3TS el Yes

1. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

2. Reverse Auction would be conducted amongst all the technically qualified bidders except the Highest quoting
bidder. The technically qualified Highest Quoting bidder will not be allowed to participate in RA. However, H-1
will also be allowed to participate in RA in following cases:

i. If number of technically qualified bidders are only 2 or 3.
ii. If Buyer has chosen to split the bid amongst N sellers, and H1 bid is coming within N.
iii. In case Primary product of only one OEM is left in contention for participation in RA on elimination of H-1.
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iv. If L-1 is non-MSE and H-1 is eligible MSE and H-1 price is coming within price band of 15% of Non-MSE L-1

v. If L-1 is non-MIl and H-1 is eligible MIl and H-1 price is coming within price band of 20% of Non-Mll L-1

Additional Qualification/Data Required/31faR® Jeadr /3mavas 3T

Payment Terms:As per Tender Terms & Conditions.

Scope of Work:1701917917.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service

Provider in the Bid:1701917925.pdf

Vulnerability And Penetration Testing (1)

Technical Specifications/da=lidh fafafEar

Specification Values
Core
Scope of VA Network , Web Application , As per Scope of Work

Activities of VA Scope of Work

Application Security Audit (OWASP Top 10) , Security Infrastructure Review , As per

Activities of PT Hacking , As per Scope of Work

Vulnerability Addressing , Application Security Audit (OWASP Top 10) , Ethical

Standards to be Not applicable

followed
CERT-In empanelment Y
required s
Addon(s)/us3iia
Additional Details/3fafR® faavor
No. of IP Addresses 437
No. of APIs 0
Number of IT Assets 0
Number of Applications || 634

Input Tax Credit(ITC)/zeTqe X HC(IEERN) and/ T Reverse Charge(RCM)/Rad uHR (3RHATH) Details

ITC on GST/SNTHE W 3aAYe &Y Hise

ITC on GST Cess/sNTHE 3UhT & Hhise

100%

NA

Additional Specification Documents/3ifaR® AR gras
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https://bidplus.gem.gov.in/resources/upload_nas/DecQ423/bidding/biddoc/bid-5701208/1701917917.pdf
https://bidplus.gem.gov.in/resources/upload_nas/DecQ423/bidding/biddoc/bid-5701208/1701917925.pdf

Consignees/Reporting Officer/RRd/Ruiféar 31

Consignee o
S.No./®. || Reporting/Officer/ : Additional
. B e Address/adr Quantity To Requirement/3ifaRk®
g. / be set as 1 P
T

249403,BHEL, HEEP, Main

1 Saurabh Joshi Admin Building, 4th Floor, 1 N/A
Haridwar

Buyer Added Bid Specific Terms and Conditions/ra gx 51 a8 Rz it Ry orf

1. Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of

BHEL

payable at

Haridwar

. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

3. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Fixed Deposit Receipt also (besides
PBG which is allowed as per GeM GTC). FDR should be made out or pledged in the name of

BHEL Haridwar

A/C (Name of the Seller). The bank should certify on it that the deposit can be withdrawn only on the
demand or with the sanction of the pledgee. For release of Security Deposit, the FDR will be released in
favour of bidder by the Buyer after making endorsement on the back of the FDR duly signed and stamped
along with covering letter. Successful Bidder has to upload scanned copy of the FDR document in place of
PBG and has to ensure delivery of hard copy of Original FDR to the Buyer within 15 days of award of
contract.

4. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Payment online through RTGS /
internet banking also (besides PBG which is allowed as per GeM GTC). On-line payment shall be in
Beneficiary name

BHEL HEEP COLLECTION A/C
Account No.

10667995458

IFSC Code

SBIN0O000586

Bank Name

SBI

Branch address

RANIPUR HARIDWAR
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. Successful Bidder to indicate Contract number and name of Seller entity in the transaction details field at
the time of on-line transfer. Bidder has to upload scanned copy / proof of the Online Payment Transfer in
place of PBG within 15 days of award of contract.

5. Buyer Added Bid Specific ATC
Buyer Added text based ATC clauses

1. The Parties who have been suspended or black listed or banned by BHEL HEEP, Haridwar or any o
ther BHEL Unit and are under suspension at the time of bid submission will not be allowed to partic
ipate in the Tender and the bidder should declare the same in the Tender. Even during the course
of evaluation / finalization of Tender if it is found that some of the parties are black listed / barred f
rom business transactions / under business hold, BHEL will reject their offer.

2. The Bidder along with its associate / collaborators / sub - vendors / consultants / service providers
shall strictly adhere to BHEL Fraud Prevention Policy displayed on BHEL website http://www.bhel.co
m and shall immediately bring to the notice of BHEL Management about fraud or suspected fraud
as soon as it comes to their notice”.

Fraud Prevention policy and List of Nodal Officers shall be hosted on BHEL website, vendor portals
of Units / Regions intranet.

3. The offers of the bidders who are under suspension as also the offers of the bidders, who engage t
he services of the firms debarred across BHEL, shall be rejected. The list of firms debarred across
BHEL is available on BHEL web site www.bhel.com.

1.0 Integrity commitment, performance of the contract and punitive action thereof:

1.1. Commitment by BHEL:

BHEL commits to take all measures necessary to prevent corruption in connection with the
tender process and execution of the contract. BHEL will during the tender process treat all
Bidder(s) in a transparent and fair manner, and with equity.

1.2. Commitment by Bidder/ Supplier/ Contractor:

1.2.1. The bidder/ supplier/ contractor commit to take all measures to prevent corruption a
nd will not directly or indirectly influence any decision or benefit which he is not legally enti
tled to nor will act or omit in any manner which tantamount to an offence punishable unde
r any provision of the Indian Penal Code, 1860 or any other law in force in India.

1.2.2. The bidder/ supplier/ contractor will, when presenting his bid, disclose any and all pa
yments he has made, and is committed to or intends to make to agents, brokers or any oth
er intermediaries in connection with the award of the contract and shall adhere to relevant
guidelines issued from time to time by Govt. of India/ BHEL.

1.2.3. The bidder/ supplier/ contractor will perform/ execute the contract as per the contrac
t terms & conditions and will not default without any reasonable cause, which causes loss o
f

business/ money/ reputation, to BHEL.
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If any bidder/ supplier/ contractor during pre-tendering/ tendering/ post tendering/ award/ executio
n/ post-execution stage indulges in malpractices, cheating, bribery, fraud or and other misconduct
or formation of cartel so as to influence the bidding process or influence the price or acts or omits i
n any manner which tantamount to an offence punishable under any provision of the Indian Penal
Code, 1860 or any other law in force in India, then, action may be taken against such bidder/ suppl
ier/ contractor as per extant guidelines of the company available on www. bhel.com and/or under
applicable legal provisions.

The Bidder declares that they will not enter into any illegal or undisclosed agreement or understa
nding, whether formal or informal with other Bidder(s). This applies in particular to prices, specific
ations, certifications, subsidiary contracts, submission or non-submission of bids or any other actio
ns to restrict competitiveness or to introduce cartelization in the bidding process.

In case, the Bidder is found having indulged in above activities, suitable action shall be taken by B
HEL as per extant policies/ guidelines.

CONFLICT OF INTEREST AMONG BIDDERS/ AGENTS

A bidder shall not have conflict of interest with other bidders. Such conflic
t of interest can lead to anti-competitive practices to the detriment of Pro
curing Entity's interests. The bidder found to have a conflict of inter
est shall be disqualified. A bidder may be considered to have a conflict
of interest with one or more parties in this bidding process, if:

a. they have controlling partner (s) in common; or

b. they receive or have received any direct or indirect subsidy/ financ
ial stake from any of them; or

C. they have the same legal representative/agent for purposes of
this bid; or

d. they have relationship with each other, directly or through commo
n third parties, that puts them in a position to have access to infor
mation about or influence on the bid of another Bidder; or

e. Bidder participates in more than one bid in this bidding process. P
articipation by a Bidder in more than one Bid will result in the disqu
alification of all bids in which the parties are involved. However
this does not limit the inclusion of the components/ sub-assembly/ A
ssemblies from. one bidding manufacturer in more than one bid; or

f. In cases of agents quoting in offshore procurements, on behalf of t
heir principal manufacturers, one agent cannot represent two man
ufacturers or quote on their behalf in a particular tender enquiry. O
ne manufacturer can also authorise only one agent/dealer. There ca
n be only one bid from the following:

1. The principal manufacturer directly or through one Indi
an agent on his behalf; and
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2. Indian/foreign agent on behalf of only one principal,
or

g. A Bidder or any of its affiliates participated as a consultant in the p
reparation of the design or technical specifications of the contract t
hat is the subject of the Bid; or

h. In case of a holding company having more than one independently
manufacturing units, or more than one unit having common
business ownership/management, only one unit should quote. Simil
ar restrictions would apply to closely related sister companies. Bidd
ers must proactively declare such sister/ common business/ manag
ement units in same/ similar line of business."

6. The contractor shall obtain Licence from Competent Authority under Inter State Migrant Workmen
(Regulation of Employment and Condition of Service) Act, 1979 in case contractor engages in any
day five or more workmen recruited from outside the state of Uttarakhand in which BHEL, HEEP, H
aridwar located. The contractor shall submit a valid licence under Inter State Migrant Workmen (R
egulation of Employment and Condition of Service) Act, 1979 to Contract Execution department on
or before the commencement of contract. Further contractor has to ensure all the compliances of t
he provisions of Inter State Migrant Workmen (Regulation of Employment and condition of Service)
Act, 1979.

7. Contractor shall provide necessary Uniform, Shoes and PPEs to the staff engaged in the contract.

8. For contract value Rs. 5,00,000/- (including GST) and above following shall be applicable:

“BHEL shall recover the amount of compensation paid to victim(s) by BHE
L towards loss of life / permanent disability due to an accident which is att
ributable to the negligence of contractor, agency or firm or any of its empl
oyees as detailed below:

a) Victim: Any person who suffers permanent disablement or dies in an
accident as defined below.

b) Accident: Any death or permanent disability resulting solely and dire
ctly from any unintended and unforeseen injurious occurrence caused
during the manufacturing/ operation and works incidental thereto at B
HEL factories/ offices and precincts thereof, project execution, erectio
n and commissioning, services, repairs and maintenance, trouble shoo
ting, serving, overhaul, renovation and retrofitting, trial operation, per
formance guarantee testing undertaken by the company or during an
y works / during working at BHEL Units/ Offices/ townships and premis
es/ Project Sites.

c) Compensation in respect of each of the victims:

(i) In the event of death or permanent disability resulting from L
oss of both limbs: X10,00,000/- (Rupees Ten Lakhs)
(ii) In the event of other permanent disability: X7,00,000/- (Rupee

s Seven Lakhs)

Permanent Disablement: A disablement that is classified as a perm
anent total disablement under the proviso to Section 2 (I) of the Em
ployee’s Compensation Act, 1923.”
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d) Permanent Disablement: A disablement that is classified as a perma
nent total disablement under the proviso to Section 2 (I) of the
Employee’s Compensation Act, 1923.”

A. The Contractor shall necessarily buy Death cum Accidental insura
nce policy for all of his workforce to be deployed under the contrac
t before commencement of work. The insurance Policy should cov
er the following compensation in respect of each of the victims:

(i) Inthe event of death or permanent disability resulting from Loss
of both limbs: X10,00,000/- (Rupees Ten Lakhs)

(ii) In the event of other permanent disability: X7,00,000/- (Rupees
Seven Lakhs)

B. The Contractor shall Indemnify and keep BHEL indemnified agains
t any loss/claim which is brought against BHEL by third party on ac
count of any negligence of the contractor or his workforce, while c
arrying out the services under the contract.

C. NOTWITHSTANDING ANYTHING ABOVE, BHEL shall recover from t
he Contractor for any loss suffered by BHEL due to any negligence
of the contractor or his workforce, while carrying out the services
under the contract.

D. The bidder(s) have to assess the premium of insurance cover for t
he entire contract period. Bidders should include the impact of cos
t of insurance cover in their quote itself.”

9. In case of breach of contract, complete Security Deposit (SD) shall
be forfeited or encashed (as the case may be) and additional amo
unt equivalent to 10% of contract value minus SD amount shall be
recovered from the pending bills of the contractor in BHEL or legal
remedies shall be pursued for balance amount if there is no pendi
ng bills at the time of breach of contract.

Disclaimer/s=iaxor

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. Any clause(s) incorporated by the Buyer regarding following shall be treated as
null and void and would not be considered as part of bid:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
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issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process.

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

© 0N Uk

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is governed by the General Terms and Conditions/aran=g f@3sr 31k erd, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/@Tar=g @z 3R oKt is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws./S1 T TTHAT Al & TS 26 & TeH H A & YT HA A TSN RS Al g7 & [ T @l
W Uidayg & TG H AT & @I HqH A ST A arel T & s o =X 38 Afder # 05 a3 & fow qoft a3 gon
9 g% a5 & arer & WREd & TH Gohgd @IS & /9T odd AT WS T $HH IgUreld BT aen AR P o
T BYOT fFT ST T SH HJUold o el U HJAYT Bl debrel A XA AR Plefed & AT A N Plefell Pars
& 3T BT |

---Thank You/4=garg---
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https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20231207
https://bidplus.gem.gov.in/bidding/bid/bidsla/32503772659264
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