CORRIGENDUM-III,

&

CLARIFICATIONS-1I

For

Tender No. AA: GAX:24: TAMS:101, dated 13-12-2024

Date of issuing Corrigendum-Iil: 14-01-2025
Date of issuing Clarifications-Il: 14-01-2025

References:

I
Il
.
V.

NIT_87289

Tender ID: 2024_BHEL_781645_1
Corrigendum -| dated 06-01-2025
Corrigendum -1l dated 07-01-2025

a) Corrigendum -lll details are attached (04 pages)
b) Clarifications -ll details are attached (06 pages)

Notes:

a)

These corrigendum, addendum and Clarifications along with Revised (R02) Annexures
01 to 17 {Technical Specifications} (43 pages) and Annexure-Z4 (01 page) shall be
treated as part of the tender enquiry; hence all the bidders are requested to enclose
duly signed & stamped Corrigendum-Ill and Clarifications - |l and all aforesaid

ANNEXURES along with Part-| bid.

Rest all terms & conditions and other clauses of NIT No. AA: GAX:24: TAMS:101,
dated 13-12-2024 & aforesaid references will remain same.

Thanking you,

For & on behalf of
Bharat Heavy Electricals Ltd.
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CORRIGENDUM - IlI (Date of ISSUANCE OF CORRIGENDUM IlII- 14-01-2025)

Supply, Installation, Commissioning & Maintenance of Biometric System for Access Control and Attendance Recording on lease basis for 5 years for PAN INDIA

Tender Reference no. AA: GAX:24: TAMS:101

With reference to above mentioned NIT, following CORRECTIONS herein are being made:

Clause/ Section

Reply from BHEL

S. NO No. Section No. Specification Suggestion/ Query / Recommendation
ANNEXURE-1 Latest generation 4/5th Intel Xeon/AMD EPYC processor with minimum 24-cores per processor with minimum | Revised S| No 3 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements) :
Sl No 3 of Annexure i 3. CPU: Latest generation Intel Xeon/AMD EPYC processor with minimum 20-cores per processor with minimum base base frequency 2.00GHz P . s B asnw
! 1 ”é‘ i 5R°‘““_°” forData e ency 2.00GHz F = Eade 3. CPU: Minimum 5th generation Intel Xeon/3rd generation AMD EPYC processor with minimum 16-
SrteReduIrEmEnts) Justification: Request to modify this clause as mentioned for better investment protection. cores per processor with minimum base freq uency 2.00GHz
Mini 10G SFP+ ports - | : . 3
- ANNEXURES] et o, .54y BRE STl Revised Sl No 7 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements) :
Sl No 7 of Annexure ¥ 7. Network Interface: Minimum 10G Ethernet Card - In Redundant Mode. No Single Point of Failure Mini 410G o . i . : : &
2 p e seution or Dalta v Bty et i e e I Minimum 410G SFP+ Ports per node. 7. Network Interface: Minimum 10G SFP+ ports - In Redundant Mode. No Single Point of Failure
entre Requirements L.
As mentioned in TOR switch specs ports required are fibre. Requst you to madify same. Mmtmum 4*106 SFP+ Ports per node.
PR o s ¢ e HC! solution. Also. Virtuat | . Revised Sl No 9 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements) :
L linimum usable storage capacity on ‘or complete solution. Also, Virtual server Instance Data e 2 5 .
3 Sl No 9 of Annexure (1.1 HCAINSTI'::;:: flzr Data 9. Storage:Minimum 20 TB usable storage capacity for complete HCI solution. Also, Virtual server Instance Data Deduplication and compression feature to be available across the virtualization cluster. 9 StOFBQEinmum 20 TB Usable Storage Capaﬂty on SSD fOI’ Complete Hc' SOluuon- AlSO, V]rtl.lal.
1 : ' it i i il i i i . . . . -
Coritr Réquirerienits), | oPUcation and compresslon feature 1o be availabieracross the:virtualization clister B . A server Instance Data Deduplication and compression feature to be available across the
please define this clause with type of drive type as SSD for better performance. . ) i
virtualization cluster.
Integrated Graphics Controller with 16 MB %
ANNEXURE-1 5 3 3 .
RETY: nfiAnnexure i e attation for Bt |5 BeagiiiesTibogealad Erasiics Borirolier:ith: St ioesiled iiesi S0kl embedded video SORAM Revised _SI No 8 of Annexure 1 (1.1 HCI Solu'gon f.or' Data Centre Reqmreme:nts) .D
Gente Requirements) 64 MB is not available with all major HCI vendors. 16 MB will sufficie, request BHEL to change accordingly. 8' Graph]CS. lntEgrated Graph]cs Controuer W1th mimmum 16 MB embeddEd V1deo S
ANNEXURE-1 4x heavy duty fans withfan speed controls. Each node to have dedicated non-shared dual-PSU's with Revised S| No 10 of Annexure 1 (1 .1 HCl Solution for Data Centre Requirements) 2
Sl No 10 of ; 10. System Cooling/Fan: 4x 80 mm heavy duty fans with PWM fan speed controls. Each node to have dedicated non-shared|redundant fan. . s . :
5 ——— (1.1 HCl Solution for Data dual_‘,’,su- ith ‘é AR R i 10. System Cooling/Fan/PSU: Each node to have dedicated non-shared dual-PSU's with redundant
Centre Requirements) S redundank: tan
please modify this clause as this is OEM specific. fEN.
SUNo 11 of ANNEXLAIRE-1 B . Minimum of 6 * PCI Express Expansion Slots 5.0 or higher per node should be supported Rev‘ISEd Sl NO 1 1 Of Annexu re 1 (1 '1 HC’ SOlUt]_on for Data Cent're REqu"ementS) .
6 Anpexure 3 (1.1 Hel SoluU‘on for Data  |11. PCI Slots:Minimum of & * PCl Express Expansion Slots per node should be supported ) 11. PCI Slots:Minimum of 3 * PC| EXDI’ESS Expan5|0n Slots 5.0 or h]gher per node should be
Centre Requirements) PCI 5.0 is the latest technology.Request to modify this clause as mentioned for better investment protection.
supported
ANNEXURE-1 Request to change the clause as " All FC adapters to be min. 32 Gbps and in Revised S| No 12 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements):
Sl No 12 of , 2 . Redundant Mede at the ti f ly. § i = A
7 AfERE T (1.1 HCl Solution for Data |12, HBA: All FC adapters to be min. 8Gops and in Redundant Mode B 12. HBA: In case, the solution requires FC adapters then min 8Gbps and in Redundant Mode to be
Lentre: Requlisments) All the latest genration HCI and storage comes with 32GB FC adapters. Supp“ed_
3P TZNPTRB“EE’ 50° t‘lg‘?: 215‘;' ;0(2350’0 - Revised S| No 13 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements):
; lon-Op Temp Range: -40° to °F (-30" to 60 s s o o .
8 Sl No 13 of (1.1 HaNST)lE::i::_ :or Data 13. Operating Enviroment: Op Temp Range: 507 to 77°F (10” to 25°C) Non-Op Temp Range: -40° to 158°F (-40” to 70°C) |Op Humidity Range (non-condensing): 8% to 90% 13- Operat]ng EnV]rOmeﬂt: Op Temp Ral'lge! 50° to 77° F (1 0 to 25 c) NOFI'OP Temp Range- '220
Annexure 1 Céritre Raquitements) Op Humidity Range (non-condensing): 8% to 90% Non-Op Humidity Range: 5% to 95% Non-Op Humidity Range: 5% to 95% to 1400 F (_3OD to 60ﬂ C) Op Hum.ldrlty Range (n0n~c0ndensing): 8% to 90% Non_op HUmidlty Range:
Please modify this clause for better partiicipation. 5% to 95%
ANNEXURE-1 L $ H .
9 :L::XLLQ: (1.1 HCI Solution for Data 16. Clustering: Required Clustering Services/Software for supplied 0S This feature is not relevant for HCl.Please remove this point. ReVISEd 51 _NO 1 6 Of .Annexure1 ‘(1 - 1 HCI SOIUt'IOH fOI' Da?a Centre Req U1remen‘:.s)'
Centre Requirements) 16. Clustering: Required Clustering/High Availability Services/Software for supplied 0S
ANNEXURE-1 lease delete this clause Revised Sl No 24 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements) :
Sl No 24 of i 24. Capacity Augmentation :Bidder shall suppert for incorporating/integrating any additional server node, provided by P . « s . . . . s s
10 inmesoured (14 HCl Selibion fot.Data:  in s o in infrastrcture 24, Capacity Augmentation :Bidder shall support for incorporating/integrating any additional
Centre Reguirements) 2 For any HCl appliance the expansion will on the basis of identical node. < 3 5 & o 5
identical server node, provided by BHEL, in the existing infrastructure.
26. Virtualisation: 1. Latest version of Industry standard Hypervisor to be provided for all the nodes. 2. Virtualization software shall zsﬁu"l? plomt 'f?' 7 & 1 1f?: Of Sl; 2?'26 Of ;I;abl§ (;A?er:t:‘onded at Annexufe 1 is feV'lsed as:
id irtualization | that sits directls the b tal hard ith no d o I- as f . Virtualisation: 1. Latest version of Industry standard Hypervisor to be provided for all the nodes.
::z:tef :E;;bl:;l;,l:;;:e:ﬁrw_ ;_ :;Lpe,.l\,.r;:r)l::,:, sﬁwal;es::D::?;:f;,:’m:?:a:;hor: 7 iﬁ:n::‘:fei:;:-dgj;e \:‘iartﬁ:{ :?::hines?rnon- Z.IVi;tualfzaticn software shall provide a virtualization layer that sits directly on the bare metal server hardware with no dependence on a general-purpose QS for greater
disruptive Scale-Up & Scale-Out to grow capacity and/or performance whenever required. It should provide ease of use wizard for reliability and security.
snapshot scheduling and instant batch cloning of Virtual machines.d. Virtualization software should provide visibility into storage 3: rrfiypervisor la;er should sl.rlpp‘tj:rt{tfe:tull'zs like“sjnapshotsfl clum:ng foindividuil »:nli‘aeldm?chine;, -noll'lvdisguEt:eiS:a_le-Ufpvff ica'l.e-Outh-tc grow capacity and/or
throughput and latency of hosts and virtual machines that can help in troublesheoting storage performance issues. 5. Virtualization performance whenever required. It should provide ease of use wizard for snapshot scheduling and instant batch cloning of Virtual machines.
management software should support user role and permission assignment. . Virtualization management software console shall please change this clause for wider participation. 4. Virtualization software should provide visibility into storage throughput and latency of hosts and virtual machines that can help in troubleshooting storage performance
maintain a record of significant configuration changes and the administrator who initiated them.7. Virtualization management 1. Latest version of Industry standard Hypervisor(Vmware/HyperV) to be provided for all the nodes. issues.
5L No 26 of ANNEXURE-1 software should have integrated Physical Host and Virtual Machine performance menitoring.8. The solution shall provide the ability to | 7. Virtualization management software should have integrated Rhysical-Host-and-Virtual Machine performance | 5. Virtualization management software should support user role and permission assignment.
1 A 1 (1.1 HCI Solution for Data  |create new virtual machines from scratch or based on templates {created from fully configured virtual machines or IS0 images).9. The |monitoring. - please remove this point. 6. Virtualization management software console shall maintain a record of significant configuration changes and the administrator who initiated them.
NACSHS: 7. Virtualization management software should have integrated Physical-Hast-and-Virtual Machine performance monitoring.

Centre Requirements)

solution shall provide a centralized interface from which virtual machine across data centre can be configured, moved, monitored and
administered10. Virtualization software shall be able to dynamically allocate and balance computing capacity across collections of
hardware resources aggregated

into one unified resource pool with optional control over movement of virtual machines like restricting or moving YMs to run on
selected physical hosts.11. Hypervisor software should support Virtual Machine image like Virtual disk format, OVF, RAW(.img,
.raw),150.12. Should provide the ability to thin provision disks to avoid allocating all storage space upfront. Full monitoring capabilities
& alerts to prevent from accidentally running out of physical storage space should be there.13. Hypervisor must support IPv4, IPv6 and
dual stack configuration.14. Virtualization software should be offered with all above features & all the required licenses for operating
the offered HCI cluster using a single console.

Since this is a virtual environment monitoring should be done by virtualization software. Hence request to
modify this clause.

8. The solution shall provide the ability to create new virtual machines from scratch or based on templates (created from fully configured virtual machines or ISO images)
9. The solution shall provide a centralized interface from which virtual machine across data centre can be configured, moved, monitored and administered.

10. Virtualization software shall be able to dynamically allocate and balance computing capacity across collections of hardware resources aggregated into one unified
resource pool with optional control over movement of virtual machines like restricting or moving YMs to run on selected physical hosts.

11. Hypervisor software should support Virtual Machine image like Virtual disk format, OVF, RAW(.img, .raw),IS0,Qcow.

12. Should provide the ability to thin provision disks to aveid allecating all storage space upfront. Full monitoring capabilities & alerts to prevent from accidentally running
out of physical storage space should be there.

13. Hypervisor must support IPv4, IPv6 or dual stack canfiguration™.

14. Virtualization software should be offered with all above features & all the required licenses for operating the offered HCI cluster using a single console.

| MEENA THAKRAN
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Clause/ Section

Recognition Device)

name of employee,staff number, photo, punch time , Network connectivity, Device ID & IP etc.

mare space for a user-friendly interface, making navigation, enrollment, and interaction smoother, especially
when inputting data or troubleshooting. No Significant Cost Implications: Despite the larger screen size,
advancements in display technology and economies of scale mean there are no substantial cost differences
between 5-inch and 3.5-inch displays, ensuring superior features without added expenses.

. NO ok Section No. Specification Suggestion/ Query / Recommendation ReEi! from BHEL
Details regarding DR infrastructure included in revised technical specifications in Sl No 1.2 of
Annexure 1 and Annexure 18 (Bill of Quantities-CENTRALIZED INFRASTRUCTURE AND SOFTWARE
SERVICES BOQ for Disaster Recovery Site(DR))
All the resources, as envisaged in DC, shall be applicable for DR as well along with periodic sync with DC.
12 Suggestions by vendor Details regarding DR solution need to be clarified. = 2
In case of disruption at DC, the services to be automatically shifted to DR node Revised Clause 3.7.1 (RECOVERY POINT OBJECTIVE (RPO) and RECOVERY TIME OBJECTIVE (RTO)
- under SECTION Il (SPECIAL CONDITIONS OF CONTRACT):
RTO, RPO should be as per Annexure Z4 (BUSINESS CONTINUITY PLAN / BACKUP & RESTORE/
RTO/RPO).
Details regarding DR infrastructure included in revised technical specifications in S| No 1.2 of
Annexure 1 and Annexure 18 (Bill of Quantities-CENTRALIZED INFRASTRUCTURE AND SOFTWARE
SERVICES BOQ for Disaster Recovery Site(DR))
Offered solution shall support the ability to carry simultaneous out bi-directional replication between two data center. Data Replication
13 Suggestions by vendor HCI solution shall have capability to throttle the replication bandwidth. License for multiple DC replication shall be part [Reason: for better architecture and investment protection and to ensure that the BHEL's investments are H
of the bid. protected and to make sure that DC & OR have the same license type for the sake of reusability. Revised Clause 3.7.1 (RECOVERY POINT OBJECTIVE {RPO) and RECOVERY TIME OBJECTIVE (RTO)
under SECTION [l (SPECIAL CONDITIONS OF CONTRACT):
RTO, RPO should be as per Annexure Z4 (BUSINESS CONTINUITY PLAN / BACKUP & RESTORE/
RTO/RPO).
) The solution must provide failover and fal‘lblack with the appmac.h of one hu‘tton disaster recovery. There shall be no Disaster Recovery (Failover and failback) P[ease refer Annexure Z4 and revised Clause 4.2.3/ 4.2.4 Of SECTION-IV (SCOPE OF
14 Suggestions by vendor manual process at DR location after executing the one button failover or failback command. Reason: for better architecture and investment protection
' ' WORK)
HCI solution must allow powering on the required VMs at DR location without any manual intervention and must allow
diingiug of [P gt of rmcovmred Virtiml S to mate target catanter Please refer Annexure Z4 and revised Clause 4.2.3/ 4.2.4 of SECTION-IV (SCOPE OF
15 Suggestions by vendor There should be a option to test DR failover to separate network with no impact to production workloads In case of Disaster Re (Fail d failback
problem while failing over the YM to DR location, solution shall re-try the VM to failover before automatically moving to Lt 21.' Covery yan .uver anc 1al E gk) . WORK)
next VM without any manual intervention. Reason: for better architecture and investment protection.
We request the clause to be amended as follows: Backlit graphical LCD or advanced display of minimum
Resolution: 880 x 620 Pixel and size of min 5" IPS Display (Instead of 3") with Capacitive Touch Panel or higher ~ = = B
to show user details or any other information but not limited to name of employee, staff number, photo, Revised SI. No. 12 in table mentioned at ANNEXURE 8 (Common Technical
ANNEXURE 8 5 , . " i o v " . . h ti , Network tivity, Device ID & IP etc. Justification for the A dment: A 5-inch ff s g s s sas :
StNot20f |(Comman Technicl 12. Graphica Display: BacKitt graphcal LCD or acvanced dislay of minmum Resolution: 880 x 20 Pixel and ize f Min (1o e i ity of facia recognition rests, user information, or any additional mstrctions. i s | SR€Cifications of Facial Recognition Device) may be read as under:
16 . . 3.5" IPS Display with Capacitive Touch Panel or higher to show user details or any other information but not limited to 3 E 5 % i e o 5 3
Annexure 8 Specifications of Facial particularly useful in environments with multiple users or outdoor lighting conditions. A larger display provides 1 2 Gl’aphfcal Display. Backl]t graphical LCD or adVanced display Of m] n]'mum Resolution s

1280 X 720 Pixel and size of min 5" IPS Display with Capacitive Touch Panel or higher to
show user details or any other information but not limited to name of employee,staff
number, photo, punch time , Network connectivity, Device ID & IP etc.

SL No 2 of 5.1 Disk
based backup
(Annexure 5)

Annexure 5 (Backup Software)

5.1 Disk based backup

2. Backup Software:Latest version of compatible backup software with requisite licenses The software to handle both disk
based backup as well as tape library based backup Backup success/failure email intimation Backups to be configured as
per prevailaing BHEL backup policy Restore testing is to be carried out as per prevailaing BHEL backup policy

1. Workloads to Be Backed Up Which specific workloads (e.g., databases, file servers, VMs, applications) are
included in the backup scope? 2. Retention Policies What is the defined retention policy for disk-based and
tape-based backups, if applicable? 3. Backup Frequency How frequently should backups be taken (e.g., daily,
weekly, monthly) for the specified workloads? 4. Data Size What is the total front-end data size (source data)
to be backed up? 5. Backup Performance Expectations Are there specific Recavery Time Objectives (RTO) and
Recovery Point Objectives (RPO) defined for the backup solution? What is the expected backup window for
completing full and incremental backups at both the Data Center (DC) and Disaster Recovery (DR) sites? Are
there any concerns or previous issues regarding backup performance that need to be addressed (e.g.,
bandwidth, deduplication, or restore times)? 6. Backup Solution Details Which backup solution or software is
currently being considered or is already in use for this environment? Are there specific requirements for
integration with synchronous data replication between the DC and DR sites? Should the solution include WAN
optimization features for minimizing network impact during replication? 7. Implementation and Support
Requirements Is ongoing partner support required, or will this project involve only one-time implementation?
Should the solution include automated testing of backup integrity and restoration? 8. Bandwidth and Network
Considerations Are there bandwidth limitations or constraints for the backup and replication process between
DC and DR sites?

9. Other Considerations

Are there specific encryption standards or compliance

measures required for data at rest and in transit?

Do you require tailored backup strategies ( 3-2-1 rule) for

specific workloads or applications?

No Change in 5.No. 2 of 5.1 Disk based backup (Annexure 5) i.e. BACKUP SOLUTION.".

For further clarity, refer added Annexure Z4. It is clarified that Back up concept has
been elaborated in Annexure-Z4.

Sl No 3 of Annexure
1

ANNEXURE-1
(1.1 HCI Solution for Data
Centre Requirements)

3. CPU: Latest generation Intel Xeon/AMD EPYC processor with minimum 20-cores per processor with minimum base
frequency 2.00GHz

Latest generation Intel Xeon/AMD EPYC processor with minimum 24-cores per processor with
minimum base frequency 2.20GHz,

Intel Xeon® Silver 4509Y (8 cores / 2.60 GHz]
Intel Xeon® Silver 4510 [12 cores / 2.40 GHz]
Intel Xeon® Silver 4514Y [16 cores / 2.00 GHz]
Intel Xeon® Silver 4516+ (24 cores / 2,20 GHz]

There are no 20 core procesor avaiable with latest generation.

Revised SI No 3 of table mentioned at Annexure 1 (1.1 HCI Solution for Data Centre

Requirements) :
ib W@P}'@ﬁ}ﬁ%%r with minimum
HE o

3. CPU: Minimum 5th generation Intel Xeon?ﬁcﬁ

16-cores per processor with minimum basgﬂféesue% WGHZ. . nin 5 1SMG
e Didg i ~Is Limited
W/‘ A wrow, @ vl Siri Fort

\\‘\\0l =0 =R 10ne2 /N 10049



Clause/ Section

Recognition Device)

name of employee,staff number, photo, punch time , Network connectivity, Device ID & IP etc.

IPS Display with Capacitive Touch Panel with Gorilla Glass

S. NO oy Section No. Specification Suggestion/ Query / Recommendation Repl! from BHEL
Revised Sl No 10 of table mentioned at Annexure 1 (1.1 HCI Solution for Data Centre
ANNEXURE-1 To be removed. P
1 5l No 10 of (1.1 HCI Solution for Data 10. System Cooling/Fan : 4x 80 mm heavy duty fans with PWM fan speed controls. Each node to have dedicated non- Regu1 rementS! .
Annexure 1 ) N shared dual-PSU’s wil A i i il i ing i ictih joni : i : . :
Centre Requirements) th redundant fan This should bg removed as HCI is hgavnly Software defined and making it extremely restrictive by mentioning 10‘ System Coohng/Fan/PSU , EaCh node tO have dedlcated nOn'Shared dUal-PSU 5 Wlth redundant
granular details aboud the underlying hardware
fan.
Revised S| No 11 of table mentioned at Annexure 1 (1.1 HCI Solution for Data Centre
ANNEXURE-1 Asked config isvery limited so 3 PCI slots should be good enough. g i l
Sl No 11 of
20 Annexur@o1 (1.1 HCI Solution for Data 11. PCI Slots: Minimum of 6 * PCI Express Expansion Slots per node should be supported Re uirements e . i
Centre Requirements) Asked config isvery limited so 3 PCI slots should be good enough. 11. PCI Slots:Minimum of 3 * PCI Express Expansion Slots 5.0 or higher per node should be
supported
To be amended to: n . . =
ANNEXURE-1 Revised Sl No 12 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements) :
Sl No 12 of ; " : . . : .
a Annexure 1 Ve ”f' f;:'”",“” L f"]‘a 12:HBR=RiLECadaplers:to:bemin:obbpsand in Redundant Mode, Bidder to provision FC Adapters in redundant mode, in case HBA is required by the HCI solution. 12. HBA: In case, the solution requires FC adapters then min 8Gbps and in Redundant Mode to
entre Requirements "
Suggested language will make it more elaborative and less restrictive be Supplled.
To be amended to: . : : &
S No 24 of ANNEXURE-1 4 o i e i s . Bidder shall support for integrating additional HCI node of any suitable config in future, in case scalability is Revised S| No 24 of Annexure 1 (1 .1 HCI Solution for Data Centre Requ"ements) 2
2 0 24 0 (1.1 HCI Solution for Data 24. Capacity Augmentation: Bidder shall support for incorporating/integrating any additional server node, provided by ived in the: asked . : .n: : B : B dditi l
Bt e Solution (o Data g ' e exiating frastructure required in the asked setup. 24. Capacity Augmentation :Bidder shall support for incorporating/integrating any additiona
Suggested language will make it more elaborative and less restrictive identical server node, provided by BHEL, in the existing infrastructure.
26. Virtualisation : 1. Latest version of Industry standard Hypervisor to be provided for all the nodes. 2. Virtualization s : : . .
software shall provide a virtualization layer that sits directly on the bare metal server hardware with no dependence on a Sub point No. 7 & 1 1 of of Sl. no.26 of Table Me_nt]oned at Annexure 1 is revised as:
general-purpose OS for greater reliability and security. 3. Hypervisor layer should support features like snapshots / cloning 26. ?’wrtua'hsa_uun: 1. Latest version gf Indu_stry s_tam_iard Hypemsor- to be provided for all the nodes. )
of individual virtual machines, non-disruptive Scale-Up & Scale-Out to grow capacity and/or performance whenever 2 ‘.d'lrtru‘allzatltm mi%ware shall provide a virtualization layer that sits directly on the bare metal server hardware with no dependence on a general-purpose OS for greater
required. It should provide ease of use wizard for snapshot scheduling and instant batch cloning of Virtual machines. 4. rehablhty_and security. . . P . " " < . /
Virtualization software should provide visibility into storage throughput and latency of hosts and virtual machines that can 3. Hypervisor layer should si{ppﬂrt features llk&rsnapshuls / cloning of individual virtual méchmes,lnun—dlsrupnve Scéle'Up & Scale-Out .to grow capacity and/or
i " . i A perfarmance whenever required. It should provide ease of use wizard for snapshot scheduling and instant batch cloning of Virtual machines.
elp in troubleshooting storage performance issues. 5. Virtualization management software should support user role and : - fi AL . A . P
e : 5 A T s 2 ; 4, Virtualization software should provide visibility into storage throughput and latency of hosts and virtual machines that can help in troubleshooting storage performance
permission assignment. 6. Virtualization management software console shall maintain a record of significant configuration W ¢ BHEL t int 10 2 b Tesime
ANNEXURE-1 changes and the administrator who initiated them.7. Virtualization management software should have integrated Physical e i B e 5. Vi.:tuali ation management software should suppert user role and permission assignment.
St No 26 of (1.1 HCI Solution for Dat. Host and Virtual Machine performance monitoring.8. The solution shall provide the ability to create new virtual machines 3 .V'rt i Zt- g t soft: [t hpllT intai ze f signifi Lg fi .ratf changes and the administrator who initiated them
23 . olution for Data N : ; 3 ¥ . Secondly, we request BHEL to add Qcow image on point 11, in addition to all the formats mentioned. . YiTEUalZzatlon: management soltvare canso.e shall. mainiain a retora ol significant configtiration 1 h
Annexure 1 Centre Reguirements) from scratch or based on templates (created from fully configured virtual machines or 1SO images).9. The solution shall g 7. Virtualization management software should have integrated Physical-Host-apd-Virtual Machine performance monitoring.
pruv!df-.‘ a :entraleled interface from which virtual machine 261056 data centre can be CD"ﬁg“"ed»_m"VEdr ”_’U“'tmEd and Suggested points will make it more elaborative and less restrictive 8. The solution shall provide the ability to create new virtual machines from scratch or based on templates (created from fully configured virtual machines or ISO images)
administered10. Virtualization software shall be able to dynamically allocate and balance computing capacity across 9. The solution shall provide a centralized interface from which virtual machine across data centre can be configured, moved, manitored and administered.
_50““-‘5“0"5 °f hardware resources aggregated 10. Virtualization software shall be able to dynamically allocate and balance computing capacity across collections of hardware resources aggregated into one unified
into one unified resource pool with optional control over movement of virtual machines like restricting or moving YMs to resource pool with optional control over movement of virtual machines like restricting or moving VMs to run on selected physical hosts.
run on selected physical hosts.11. Hypervisor software should support Virtual Machine image like Virtual disk format, OVF, 11. Hypervisor software should support Virtual Machine image like Virtual disk format, OVF, RAW(.img, .raw),!50,Qcow.
RAW(.img, .raw),1S0.12. Should provide the ability to thin provision disks to avoid allocating all storage space upfront. 12. Should provide the ability to thin provision disks to avoid allocating all storage space upfront. Full monitoring capabilities & alerts to prevent from accidentally running
Full menitering capabilities & alerts to prevent from accidentally running out of physical storage space should be out of physical storage space should be there.
there.13. Hypervisor must support IPv4, IPvé and dual stack configuration.14. Virtualization software should be offered 13. Hypervisor must support IPv4, IPv6 or dual stack configuration”.
with all above features & all the required licenses for operating the offered HCI cluster using a single console, 14. Virtualization software should be offered with all above features & all the required licenses for operating the offered HCI cluster using a single console.
REVISED S.No. 35 of table mentioned at Annexure-8 and S.No. 9.3, 3 & 9.4, 3 of Table mentioned at
Annexure 9
ANNEXURE- 8 (Common Technical Specifications of Facial Recognition Device) ,
35. Communication Interface : 1 USB Port, 2 relay output,1 1/0 (input & ouput) Wiegand
ANMEXURE - 9 (Facial Recognition Device):
9.3(Type - Il Technical Specifications - Portable Facial Recognition Device with Wi-Fi connectivity (For Access Control at Gates Emergency/ sudden
L No 8.359.3.3 ??;?;:i;ghnim breakdown situation & for Suspend employees),
9.1.5 Specifications of Facial 8.35 :Communication Interface: Relay, TCP/IP, RS485, USB (Optional) Is there any specific application of 2 AUX In/Qut ports in a single device as every OEM product offerings may  |3. Communication Interface:1 USB Port, 2 relay output,11/0 (input & ouput) Wiegand.
24 9.2.4 Recognition Device) & differ. As per the industry standard practice 1 AUX In/Out port is widely provided. Consideration - Please 9.4.(Type - IV - Facial Recognition Device reader with cellular connectivity and RFID card reader (For locations in Township where LAN connection is
9.5.5 ekian 9.3.3 & 9.4.3: Communication Interface: USB, 2 1/0 inputs, relay, Wiegand consider 1 1/0 port or more not available),
( Facial Recognition Device)) 3. Communication Interface:1 USB Port, 2 relay output,1 1/0 (input & ouput) Wiegand
ADDED
ANNEXURE - 9 (Facial Recognition Device):
9.1 (Type | : Technical Specifications of Wall Mount Facial Recognition Device) ,
5.Communication Interface:1 USB Port, 2 relay output,1 1/0 (input & ouput) Wiegand
9.2 ( Type -ll Technical Specifications - Facial Recognition Device for Access Control at Gates) ,
4. Communication Interface:1 USB Port, 2 relay output,1 /0 (input & ouput) Wiegand
9.5 ( Type-V- Technical Specifications - Face recognition reader with card reader (Access Control at Gates) and Keypad),
5. Communication Interface: 1 USB Port, 2 relay output,1 1/0 (input & ouput) Wiegand
— . ) Revised Sl. No. 12 in table mentioned at ANNEXURE 8 (Common Technical Specifications of
. ‘ . i 2 o i & i 3 3 A 5-inch display enables clearer viewing of content such as user images, text, and graphical interfaces, which F: A 3
i 12. Graphical Display : Backlit graphical LCD or adv B N N N .
25 Sl No 12 of (Common Technical 15 IFSpD' | p‘thyc iti ng hp y I a Zd hanced ?.:smay of mIm_mum Resulut\on. 880 x 620 Fixel and. 5'?6 of min enhances user satisfaction. A larger screen provides more space for touch interactions, reducing input errors Fac1al Rec°gn1t|°n DEVICE) may be read as Under-
Annexure 8 Specifications of Facial ) Isplay: With fapacitive Touch Panel.or higher toshowiuseractalls or anyotiiel Information buCnot limited:ta and increasing accessibility for users with visual or dexterity impairments. Suggestion for Device Display - 5" & : z * 3 imi i
4 12. Graphical Display: Backlit graphical LCD or advanced display of minimum Resolution: 1280 X

720 Pixel and size of min 5" |PS Display with Capacitive Touch Panel or higher to show user
details or any other information but not limited to name of employee,staff number, photo, punch
time , Network connectivity, Device ID & IP etc.
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S. NO Cla.use:;:ecﬂon Section No. Specification Suggestion/ Query / Recommendation Re[:_t[y from BHEL
Details regarding DR infrastructure already included in technical specifications in Sl No 1.2 of Annexure 1 and Annexure 18
3.7 RECOVERY POINT (Bill of Quantities-CENTRALIZED INFRASTRUCTURE AND SOFTWARE SERVICES BOQ for Disaster Recovery Site(DR)
OBJECTIVE (RPO) and i 1 What is the actual RTO/RPO as per BHEL ISMS Policy as the IT systems need to be sized and architected to
26 3.741 3.7.1 RTO, RPO sh b i A 5 y A
RECOVERY TIME OBJECTIVE i RB0:should beasiperprevalling BHELTiS: poticy: meet the RPO & RTO,and this has a direct impact on the cost. Revised Clause 3.7.1(RECOVERY POINT OBJECTIVE (RPO) and RECOVERY TIME OBJECTIVE (RTO) under SECTION Ili
RTO):
W (SPECIAL CONDITIONS OF CONTRACT):
RTO, RPO should be as per Annexure Z4 (BUSINESS CONTINUITY PLAN / BACKUP & RESTORE/ RTO/RPO).
Revised Clause 4.2.3 & 4.2.4 under Section IV (Scope of Work) :
4.2.3The complete solution to be configured in high availability mode between DC & DR. In case of failure of services at DC, switchover (with DR automation) of
all the services to DR should happen
4.2.4The contractor shall test & demonstrate the following scenarios as part of the installation and commissioning:
Automatic Failover-This requires Application (SAP) also to be available and installed in DR site. Does BHEL a)Fail-over test of a Partition or a Server
27 423 SECTION-IV 4.2.3 The complete solution to be configured in high availability made between DC & DR. In case of failure of services at |already have this setup at DR site along with respective Software Licences.Can we use Open Source Software  |n)Failover of clustered partitions with the applications and their -restoration
= SCOPE OF WORK DC, automatic switchover of all the services to DR should happen. (like Jenkins) to build the Automation Required? If yes, do we need to include the infrastructure requierement c)Clustering, High availability features
for the same in the proposal? d)The cluster/HA solution should integrate both the server and storage. There should not be any manual intervention required during the failover process of node.
e)Asynchronous data replication between DC & DR.
f)Backup and Restore as defined in the technical specifications & in Annexure Z4
g)Any other scenario not cavered above but envisaged in the BCP plan.
Revised Clause 4.2.3 & 4.2.4 under Section 1V (Scope of Work) :
4.2.3The complete solution to be configured in high availability mode between DC & DR, In case of failure of services at DC, switchover (with DR automation) of
all the services to DR should happen
4.2.4The contractor shall test & demonstrate the following scenarios as part of the installation and commissioning:
i . 2 y b aJFail-over test of a Partition or a Server
28 4.2.4b SECTION-IV 4.2.47The contractor shall tgsF & dernonstrate H?e f‘nllowmg sceparlos as pgrt of the ‘lnstallanon and commissioning: Failover & different from Restoration. What exactly needs to bie demonstrated here? b)Failover of clustered partitions with the applications and their -restoration
SCOPE OF WORK b) Failover of clustered partitions with the applications and their automatic restoration c)Clustering, High availability features
d)The cluster/HA solution should integrate both the server and storage. There should not be any manual intervention required during the failover process of node.
e)Asynchronous data replication between DC & DR.
f)Backup and Restore as defined in the technical specifications & in Annexure 74
g)Any other scenario not covered above but envisaged in the BCP plan.
Revised S| No 16 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements):
SECTION-1V 4.2.4 The contractor shall test & demonstrate the following scenarios as part of the installation and commissioning: W . . s NI " P
29 4.2.4c¢ SCOPE OF WORK <) Clustering, High avaflability features Why 05 clustering is required if HCI Soluticn is being implemented for the Vitual Machines?
16. Clustering: Required Clustering/High Availability Services/Software for supplied OS
. SECTION-IY 4.2.4 The contractor shall test & demonstrate the following scenarios as part of the installation and commissioning: " - . " "
30 4241 SCOPE OF WORK i) Any other scenario not covered above but envisaged in the BCP plan Whowillshiare thie BCP:Plan? -—-—An nexure 24 has been addEd e BUSlNESS CONT' NUlTY PLAN / BACKUP & RESTORE/ RTO/RPO
4.5 MANPOWER:
4.5.2 Post implementation Manpower . . - o
SECTION-IV . i What is BHEL Backup Policy? How do we know that the Hardware sizing given in the Annexure 5 would be : " "
W | e (R 4.5.2.1 Resident Engineers for DC & DR ol el A Annexure Z4 has been added i.e "BUSINESS CONTINUITY PLAN / BACKUP & RESTORE/ RTO/RPO
viii. RE shall take the backup as per BHEL backup policy.
SECTION-IV 4.7 BUSINESS CONTINUITY PLAN (BCP) Documented Business Continuity Plan (BCP) should be in place and BCP testing to N
32 4.7 SCOPE OF WORK be carried out as per BHEL ISMS BCP Policy. All the necessary resources, software, program, etc. required to carry out the |BCP Plan needs to be shared by BHEL Annexure Z4 has been added i.e "BUSINESS CONTINUITY PLAN / BAC KUP & RESTOREI‘ RTO/RPO
Business Continuity Plan shall be included in the scope of supply.
Revised Clause 1.2 of Annexure 1
35 |3 stannesinei .2 HaNSr;lELT:.:::A;cr pata | 1+2HC! Solution for Data Recavery Requirements All the resources, as envisaged in DC, shall be applicable for DR a5 well 1.2 HCI Solution for Data Recovery Requ'lrements All the resources, as en\flsaged n DC, shall be
Recovery Requirements) 228 With periadic.syne with DG, In case:of dispuption-at DT, e sepvices to be-aytamatically shifted to D node applicable for DR as well along with periodic sync with DC. In case of disruption at DC, the services
to be shifted to DR node

Hi-T IR | MEENA THAKRAN
\6)‘4 Ve vaus / Manager
W it | j st/ Corporate Admin. & ISMG
I Bharal Heavy Electricals Limite:
: , W wid / BHEL House, Siri Forl
fawefi—110049 / New Delhi-110049

€
T



CLARIFICATIONS - 1ll (Date of ISSUANCE OF CLARIFICATIONS II- 14-01-2025)

Supply, Installation, Commissioning & Maintenance of Biometric System for Access Control and Attendance Recording on lease basis for 5 years for PAN INDIA

Tender Reference no. AA: GAX:24: TAMS: 101

With reference to above mentioned NIT, following CLARIFICATIONS herein are being made:

Clause/ Section

Reply from BHEL

TENDER

. NO No Section No. Specification Suggestion/ Query / Recommendation
A systems management software capable of Already addressed in Corrigendum | of Pre Bid Query 1 (Sl. No. 9)
7 handling bath OEM nodes and rea-OEM-clients . . .
1 Sl No 18 of (1.1 HaNSiT:::: f:)r Data 18. System Management Software: A systems management software capable of handling both OEM and non- |sheuld-be available with the HCI Solution. HCI SOlUt‘Ion Shou{d prov}de one si ngie management ConSOle to manage DC and DR HCI Setup
Annexure 1 : : OEM clients should be available with the HCI Solution. 3 z i
Centre R ts)
entre Reauirements) Every OEM has its own architecture and managing the non HCl nodes can dilute the sanity of the HCI ]nClUd] ng COmpUte, Storage and network]ng'
architecture. Hence request you to modify this clause as mentioned.
Replication across locations shall be in low bandwidth mode and use both de-duplication and compression
Z Suggestions by vendor technologies while replicating the data. Vendor shall provide wan optimization device in highly redundant Data Replication NOT TO BE CONSIDERED
mode in case any of technology, de-duplication and compression is not supported for replication. Reason: for better architecture and investment protection.
HCI solution shall help to create a DR plan file so that authorized users can execute it in case of disaster.
F Solution DR plan file shall be encrypted and password protected so that only autorized user can execute the |Disaster Recovery (Failover and failback)
3 S
uggestions by vendar DR plan. The solution must allow creation of a Runbook for autmating the recovery of Virtual machines in a |Reason: for better architecture and investment protection. NOT TO BE CONSIDERED
specified sequence at DR location for data consistency.
5.1 Disk based backup
1. Hardware : . s 2 . ” i o
Bracessor:01xintel Xeon JAMD RPYC with 16Core Offered Disk to disk backup device shall be Modular design to allow configuration, add capacity increase
2 performance.
memory:02x 32GBRDIMM(total 64GB) = ;e 3 : ; =
ANNEXURE-5 : Offered device shall have Minimum of 125TB usable capacity with Raid 6 with 4 x 10/25Gbps SFP IP ports & 4 x : iel : £}
4 Slno5.1.1 Storage:02x1TB SSD Raid 1 For 0S and software : ; ;
Backup Solution 10X 1g2_|_5 HDD Raid 5 +HS for backup repository 32Gbps ports. License and SFP for all ports shall be offered and configured with Dual power supply. Already ment]oned pr0V1S10ns m the NiT under Annexu re 5! Sl NO 5' 1 . 1 meet the req ul rement
Network 10 02x 10G BaseT . 5 " .
Prsirer atisply 02% peieratinly Reason: To ensure that OEMs don't propose sub-standard storage instead of purpose built backup appliance.
HBA minimum 8 Gb FC connectivity with Tape library
?JH[:: d‘::_ffj backup Processor:two active active dual processors
. i . memory:02x 24GB cache(total 48GB) : e 3
i dsrs e Proceser Dinte Yoon E'L.:’TE; 25;;)\”1[?1 16Core s g 13D ks WAl et 5, Already mentioned provisions in the NIT under Annexure 5,5l No. 5.1.1 meet the
no 5.1. & memory:02x al i
Regpisolution Storage:02x1TB 55D Raid 1 For 0 and software Hebiolic 10020 106 BaseT requirement
10X 12TB HOD Rai v Power supply :02 x power supply
aid 5 +HS for backup repository HBA mini 8 Gb FC tivi ith T lib
Network 10 02x 106 BaseT minimum connectivity with Tape library
Power supply :02 x power suppl ¢ . :
HBA mim‘ﬂiﬂ{! 8 Gb‘:?i cnnnelilljj:’ity with Tape library Reason: every OEM has its own architecture. Request to modify same.
?JHglrsd’:w?rzeg backup Offered Disk to disk backup device shall be Modular design to allow configuration, add capacity increase
i 0 7 performance. 2 5 F
. Snosag  |ANNEXURE'S ::;ii;“_g::’;';{;%mfm ngglw'”‘ Tocore Offered device shall have Minimum of 12578 usable capacity with Raid 6 with 4 x 10/25Gbps sFP 1P ports & 4 x| Alr@ady mentioned provisions in the NIT under Annexure 5,5l No. 5.1.1 meet the
Backup Solution Storage:02x1TB SSD Raid 1 For 05 and software 32Gbps ports. License and SFP for all ports shall be offered and configured with Dual power supply. I'equi rement
10X 12TB HDD Raid 5 +HS for backup repository : 5 " i - A
Network 10 02x 10G BaseT Reason: To ensure that OEMs don't propose sub-standard storage instead of purpese built backup appliance.
Power supply :02 x power supply
HBA minimum 8 Gb FC connectivity with Tape library
) Offered disk-based backup device shall also support immutability and dual authorization for preventing A{ready mentioned provisions in the NIT under Annexure S,S[ No. 5.1.1 meet the
7 Suggestions by vendor disruptive operations so that hackers shall not be able to execute or complete all critical operations like Reason: To ensure that OEMs don’t propose sub-standard storage instead of purpose built backup appliance. .
deletion of backup store, changing system time etc. req uirement
. , . Already mentioned provisions in the NIT under Annexure 5,51 No. 5.1.1 meet the
8 Suggestions by vendor Offered device shall support rated write performance of at-least 60TB per hour. Reason: To ensure that OEMs don’t propose sub-standard storage instead of purpose built backup appliance. .
requirement
. 2.13 OTHER ZEiEONL_"connmc:Ns o 2.33.3 Consortium Bidding - NOT APPLICABLE. However, during execution of Contract, if tie-up s required o ) I Clause no. 2.33.3 remains same i.e. Consortium Bidding - NOT APPLICABLE. However,
\SSUES ENERAI F with financer for supplying equipment, shall be permitted Consortium is alloewed or not so that we will be able to participate in the tender . . N 3 . . . N . .
during execution of Contract, if tie-up is required with financer for supplying equipment,

shall be permitted

&) | Corpoia'a
Fell g/ Bharat Hes
£ wraw, W w1 JBHT -2, Siri Fort
73 faech- 110049 / N~ 110049

T | MEENA THAKRAN
wyags [ Manager




Clause/ Section

. NO No Section No. Specification Suggestion/ Query / Recommendation Reply from BHEL
No Change
) Point no. 1 of Table mentioned at Annexure 1 remains same i.e. 1. Hyper-Converged Infrastructure: Proposed
Proposed solution must be based on hyper-converged IT ‘ X R A 5
. ) ) ) infrastructure platform  that integrates storage, computer, networking, hypervisor, real-time deduplication, |SOlUtion must be based on converged IT infrastructure platform that integrates storage, computer, networking,
ANNEXURE-1 . Hyper-Converged Infrastructure: Proposed solution must be based on converged IT infrastructure platform commpression; and aptiniization along 'WAth, hign avatlabitity; powerfil . datamanagement; data : g : 3 5 S = S % ’ e ful d
i5 Sl Mo 1 of (1.1 HCI Solution for Data that integrates storage, computer, networking, hypervisor, real-time deduplication, compression, and prgteeto 'and disistir feovery sapabillies i standar:'j %86 Servér Bislding block g hypeerSOf, real-time dedu pl'!Cﬁthn, compression, and optimization along with h'lgh avallablhty, powerful data
Annexure 1 Canire Redjifrernants) optlm!z?a.t'ionl along with high availab:'lltyl', Powerful data management, data protection, and disaster recovery management, data pl’OtECt'iOﬂ, and disaster recovery Capabilities in a standard x86 server building block
capabilities in a standard x86 server building block . . . . .
Hyper Convered is the industry standard term & define the True HCI Solution providing all the asked
functionlities from One Console. . o
The present specifications (Sl No 1 of Annexure 1-1.1 HCI Solution for Data Centre Requirements) already
mention Hyper Converged Infrastructure.
No Change. Point no. 2 of Table mentioned at Annexure 1 remains same i.e. HCl Nodes: Minimum 3
Nodes Configuration with HCI Software Solution with N+1 nodes ensure high availability for achieving
Minimum 3 Nodes Configuration with Additional one node as backup with HCI Software Solution with z 3 3
SUN ANNEXURE-1 . ) . . . N . N+1 nodes ensure high availability for achieving usable resources across Usable resources across ClUSter n the event Of 1 phys]cal node failure.
lo 2 of : 2. HCI Nodes: Minimum 3 Nodes Configuration with HCl Software Solution with N+1 nodes ensure high 5 - A
1 (1.1 HCI Solution for Data N j 2 : A cluster in the event of 1 phvsical node failure.
Annexure 1 5 availability for achieving usable resources across cluster in the event of 1 physical node failure.
Centre Requirements)
It will give bidders to configure solution without any ambiguity.
It is clarified that the nodes will be in 2+1 mode to ensure high availability for achieving usable
resources across cluster in the event of 1 physical node failure.
To be amended to:
SiFindof ANNEXL{REJ 18, System Management Software: A systems management software capable of handling both OEM and non- HCI solution should p.ruwde one single management console to manage DC and DR HC| setup including Compute, Already addressed in cOrr]gendum | of Pre Bid Query 1 (Sl. No. 9)
12 (1.1 HCI Solution for Data . : = 5 storage and networking.
Annexure 1 5 OEM clients should be available with the HCI Solution.
Centre Requirements)
Suggested language will make it more elaborative and less restrictive
Additional point to be incorporated.
13 D ——— All the components of HCI, i.e. CPU, RAM , Disks should be physically inside the HCl node and no component NOT TO BE CONSIDERED
a8 ¥ should be provisioned from outside the node This will ensure that true HCI solutions are being provided by the bidders, and make-shift HCI solutions are not
proposed to BHEL
These are very important worldwide-accepted security certifications and must-have for any HCI solution. NOT TO BE CONSIDERED
14 Suggestions by vendor FIPS-140, CCC, EALZ
These are generic and non-restricitve
Not to be Considered/ Not to be included explicitly in technical specs as clause no. 4.1.12 already covers this
Control of East-West TrafficSolution must have Microsegmentation/Distributed Firewall for east & west Extiemelyiimportanticlaysetrelaled toisecurity and musthave fdrany: HEL sollution aspe'ct. FOF SUCCQSSfUl ]mplementat1on, RE‘fEI' Clause 4.1 (SECUO IY-5C0FE.OF WORK) Supply, 1n5ta.uat10n .
15 Suggestions by vendor | e o ity natively thraugh HCI 7 B configuration all other necessary hardware, software & manpower that are not explicitly mentioned in the
NS e tender but are required to full-fill the intended specifications and to make the total system successfully
operational shall be in the Scope of contractor without any extra cost to BHEL
) " Revised S| No 24 of Annexure 1 (1.1 HCI Solution for Data Centre Requirements) :
16 5 o b d The cluster should be scalable upto at least 32 nodes and all these 32 nodes should be generic, i.e. Hasiclalse For scalabiliys 24 Ca ac.l-t AU mentation " B]dder Shall su ort for incor Oratin /.inte ratin an additional
e By e consistng of bethcomipula i staiRee These are generic and non-restricitve . : . p y g .‘ . PP v s P g g g y
identical server node, provided by BHEL, in the existing infrastructure.
NO CHANGE.
Point no. 2 of Table mentioned at Annexure 1 remains same i.e. HCl Nodes: Minimum 3 Nodes
Configuration with HCI Software Solution with N+1 nodes ensure high availability for achieving usable
47 T The HCI solution should be capable of canfiguring starage in both RF2 and RF3 depending on the need at the |251¢ €1ause for replication factor. resources across cluster in the event of 1 physical node failure.
uggestions by vender time of installation or in future at the time of scaling the infra i fig
These are generic and non-restricitve
It is clarified that the nodes will be in 2+1 mode to ensure high availability for achieving usable
resources across cluster in the event of 1 physical node failure.
The OEM directly or through its resellers must have successfully supplied and configured HCI solution of 5 ” : NOT TO BE CONS'DERED.
18 S . i a more than 5 nodes at any central /PSU/state govt. 1 such project in each of the last 5 years should be cited Basiciclaise: R OEMipresencedniridiai W h k 5 I d & l t d f t ff ¥ t l h b t d in
LEREIHANS. Dy Nendor along with their satisfactory installation report. Also, the HCl software OEM should have a direct presence in . s it rESPECt to make in India retate rEqU]remen 5, surmcenc Clauses have been mentione
: . A i i : These are generic and non-restricitve
India for at least last 8 years in the offered solution category including Hypervisor tender_
1.1.2 Similar work experience:The Bidder shall have experience of having successfully completed similar
works or satisfactorily executed similar works for minimum one-year period in a running project, during last
7 years, ending on last day of the month previous to the one in which tender is invited in any one of the
rone L following (including GST)
" SkHa ¥ ;SQ?JT:E%&!Q%‘T?SSON The Work order of the project should be in the name of the bidder. The order copies of above-mentioned w
projects & completion/ experience certificate along with the offer is to be submitted as per Annexure -P.
Verification of genuineness of PQR documents shall be abtained by BHEL from the respective customer. The
value of the works completed (proof of completion to be submitted) should be as follows:
SECTION-VI 1.6 : The bidder should not be insolvent. The bidder should submit a bank solvency certificate for not less
20 SIMo1.6 6.0 PRE-QUALIFICATION than Rs. 18.17 Crores. The solvency certificate should not be older than 01 year from the date of issue of  |Clarification on turnover requirement & solvency clause NO CHANGE

REQUIREMENT (PQR)

NIT. (Annexure- Q along with Insolvency Certificate from Bank)
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Clause/ Section

Reply from BHEL

regulations. |

S. NO No Section No. Specification Suggestion/ Query / Recommendation
1.7: Only Class | & Class Il local suppliers are eligible to bid in this tender.
For this procurement, the local content to categorise a supplier as a Class | local supplier/Class Il local
supplier/ Non-local supplier and purchase preference to Class | local supplier, is as defined in public
procurement (preference to Make In India, order 2017, dated 19.07.2024 issued by DPIIT. In case of
SECTION-VI b: t ords i d by th ini i initi i
e b y &nodel. A.A"?ISW’ changl_ng e def.lmtm" of foca cuntent. for;the tems .Of the Clarity on Class I/Class Il suppliers if many OEMs are incvolved in the process by System Integrator. Some of the NO CHANGE
21 St No 1.7 6.0 PRE-QUALIFICATION NIT, the same shall be applicable even if issued after issue of this NIT, bur before opening of Part Il bids OEMs mightbe Class | 7 Class Il or do not fall i f the cl. ified = 5 5 :
REQUIREMENT (PQR) against this NIT. mighthe Class . #-Llassilordoinot tallinany of the:class gpeciied. It is clarified that Class | & Class Il applies to the bidder of the tender
Raw materials, components etc. will not be sourced from any bidder representing countries sharing land
borders with India, unless such a bidder is registered with the Competent Authority in India. Contractor
would be bound by the guidelines of Gol being issued time to time, in this regard. (Bidder need to submit
Annexure- R in this regard)
Already addressed in Corrigendum |l of Pre Bid Query 1
SECTION-VI Note:
1.Mo bidder (except Central State PSUs/Government Departments) including MSE, Start Ups shall be given e ) .
22 NOTE 6.0 PRE-QUALIFICATION el = EMD waiver is being given to whom .
REQUIREMENT (PQR) b e g , . , Refer :(NOTE 1 under SECTION VI REVISED PQR-CORRIGENDUM II): No bidder (except Central State
2.No bidder including MSE, Start Ups shall be given Exemption for Turnover & Work experience T : ’ & e s
PSUs/Government Departments) including MSE,Start ups shall be given EMD Submission waiver.
Instead of only Bidder's experience please mention Bidder/OEM(or through its Reseller). We request you to please
change the clause as below: The Bidder/OEM(or through its Reseller) shall have experience of having successfully
completed similar works or satisfactorily executed similar works for minimum one-year period in a running project,
during last 7 years, ending on last day of the month previous to the one in which tender is invited in any one of the
following (including GST). The Work order of the project should be in the name of the bidder. The order copies of
- above-mentioned projects & completion/ experience certificate along with the offer is to be submitted as per
1.1.2 Similar work experience; The Bidder shall have experience of having successfully completed similar Annexure -P. Verification of genuineness of PQR documents shall be obtained by BHEL from the respective customer.
works or satisfactorily executed similar works for minimum one-year period in a running project, during last |The value of the works completed (proof of completion to be submitted) should be as follows: i. One similar work of
7 years, ending on last day of the month previous to the one in which tender is invited in any one of the total value not less than INR 9.69 Crore OR ii. Two similar work of total value not less than INR 6.05 Crore OR iii.
SECTIONEV following (including GST) Three similar work of total val t less than INR 4.84 Crore Definition of Similar Work/s: Similar works shall be
23 SINo1.1.2  |6.0 PRE-QU, . value not less than 2 a 2
© REQUTIEE?AE:I‘}IF(IP%‘II)ION The Work order of the project should be in the name of the bidder. The order copies of above-mentioned defined as: Supply, installation, testing, commissioning and maintenance of Biometric based Access Control NO CHANGE I N PQR
projects & completion/ experience certificate along with the offer is to be submitted as per Annexure -P. & Attendance Management System (including server hardware, networking) and /or Barriers/turnstile covering a
Verification of genuineness of PQR documents shall be obtained by BHEL from the respective customer. The |minimum of:
value of the works completed (proof of completion to be submitted) should be as follows: i) One similar work of total 6750 Users forCentral/ State Govt. | PSUs/Public/ Private Limited Companies
OR
ii) Two similar work of total 4500 Users for Central/ State Govt. | PSUs/ Public/ Private Limited Companies
OR iii) Three similar work of total 2250 Users for Central/ State Govt. | PSUs/ Public/ Private Limited Companies.
The bidder/OEM(or through its Reseller). shall be required to submit work order and performance certificate.
Your favorable consideration of this request will further demonstrate your commitment to supporting local businesses
and empowering MSEs.
ARG 5 We have Cortex AS3 Quad Core 1.8 GHz which is better & latest in terms of perf & reliabili i ded
24 Sl No 9 {Common Technical 9. Processor: Minimum ARM Cortex/Intel/AMD Quad Core, 64-Bit, 1.4GHz Processor release year should on or S Ve Soren Ruadiareily z astripHermsiohpesiormance: & relia A Gl NO Chanqe 15 recommended.
Specificatit f Faci : g . .
. D e Point no. 9 of table mentioned at Annexure-8 remains same. Ko Change. Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.26)
There is No OEM at the moment who is genuinely making 100% Standard Algorithm based Face device in India.
This is specific to Singe OEM and that too CCTV based Device. Kindly accept Products from S.Korea with Local
25 Yes Support & Service centres in India. Then Genuine bidders will come in. To avoid CHinese (they show Make in . . . .
India also) then you can also put in Land Border Clause & Mac Address should have same Name of OEM. This will Alreadv add ressed n Corngendum I Df Pre B]d Query 1 (Sl. NO. 1 1 )
avoid chinese compeititon.
. n— Already addressed in Clarification | of Pre Bid Query 1 (SI. No.31)
26 Suggestions by vendor Algorithm should be NIST listed, Kindly accept this suggestion. Mo change / Not to be considered .
. the device should have IKO6 vandal protection rugged protection as it is expensive device and enhances its . A[I‘eady addressed n Clanﬁcat]on I Of Pre Bld Querv 1 (Sl' NO' 32)
27 Suggestions by vendor : ST 3} ; i 3 3 S Mo change / Not to be considered .
longevity, making it suitable for high-traffic or exposed environments, kindly accept this suggestion.
In this regard, a compliance to Order dated 19 July 2024 issued by DPIIT and bidder condition representing
related to Raw countries materials, sharing land components borders etc. with Inseurcing dia.has from been any
made
mandatory in PQR clause no. 1. 7 of Section -Vl , Annexure-R submission is mandatory and also covered in Point Already addressed in Addendum | of Pre Bid Query 1 (Sl_ No.4 & S.No. 5)
28 Suggestions by vendor Components not used from countries, which sharing land border with India, Kindly accept this suggestion. no. {vi) of clause 5.5 of section-V. OEM factory/manufacturing unit / project site at any stage of evaluation &
during currency of contract. Bidder shall co-ordinate and facilitate the
same. Travelling & lodging (if any) expenses for such visit shall be borne
by BHEL.Further, Annexure Z3 DECLARATION CERTIFICATE has also been added
additionally in tender; covering this point.
Already addressed in Clarification | of Pre Bid Query 1 (Sl. No. 30)
Tender already states compliances with all relevant legal provisions.
Tender already states compliances with all relevant legal provisions. . . : .
29 Suggestions by vendor The readers should be GDPR Compliant, Kindly accept this suggestion. Annexure 1 (lfon Disclosure Agreement Each Party will comply with all applicable data protection laws and Annexure- | (Non Disclosure Aqreement) -Each Party will Comply with all appl]cab le data

protection laws and regulations.
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. NO

Clause/ Section
No.

Section No.

Specification

Suggestion/ Query / Recommendation

Reply from BHEL

30

Suggestions by vendor

The Device should be able to support the Walk-through feature, Kindly accept this suggestion.

No change / Mot to be considered .

Already addressed in Clarification | of Pre Bid Query 1 (SI. No.33)

31

Suggestions by vendor

The device should have up to 25000 lux, Kindly accept this suggestion.

No change / Mot to be considered .

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.34)

32

Suggestions by vendor

Face Reader should have 20,000 Image logs capacity which enables tracking changes in a user facial
expression making it more efficient and reliable to work so Kindly accept this suggestion.

Mo change / Not to be considered .

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.35)

33

Suggestions by vendor

The device should support multi face authentication which can reduce false rejections or acceptances,
improving overall accuracy and reliability, kindly accept this suggestion.

Mo change / Not to be considered .

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.36)

34

Suggestions by vendor

The tender is governed by Government of India (GOI) Rules and Regulations like General Financial Rules
(GFR), DPIIT Policies etc. Bidders to ensure all GOI guidelines are followed. Bidders while selecting OEMs of
equipment’s, Hardware and Software (proposed to be supplied for this tender) are to ascertain the
documents submitted by OEMs carefully as they shall be held accountable for submitting any False
Claims/Representations made by ANY OEMs of equipment’s, Hardware and Software (proposed to be
supplied for this tender) as per GOI guidelines. Bidders to read / well versed with the GFR of GOI.

Suitably covered in AnnexuresZ “Compliance to Restrictions Under Rule 144 (Xi) Of GFR 2017" and Annexure-V
"DECLARATION BY AUTHORISED SIGNATORY OF BIDDER',
Annexure-Z3 DECLARATION CERTIFICATE has also been added additionall:t in tender.

Already addressed in Addendum | of Pre Bid Query 1 (SI.No. 9)

35

Suggestions by vendor

Bidders while selecting OEMs of equipment’s, Hardware and Software (proposed to be supplied for this
tender) to ensure that OEMs must be genuine and as per definition below:

A. OEM is defined as a company that has its own manufacturing setup for the production of equipment’s (not
assembly / white labeled) required in this tender and is currently manufacturing the offered medels under
their own brand in their own manufacturing setup.

B. OEM getting 3rd party manufacturing for offered products will not be considered as eligible OEM.

C. Buyer reserves the rights to check that the models quoted are currently being manufactured at the OEM
own facilities for manufacturing by visiting the premises, design and IPR’s held in the name of OEM's name
and may ask for any supportive documents for verifying the claims.

No Change

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.37)

36

Suggestions by vendor

OEM should have been manufacturing offered / similar technology equipment’s for at least 5 Years {proof to
be submitted).

already covered suitably in PQR

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.38)

37

Suggestions by vendor

Bidders while selecting OEMs of equipment’s (proposed to be supplied for this tender) to ensure that OEMs
must not be:

A. Blacklisted/Delisted/Debarred with any Government Entity in India.

B. Getting 3rd party manufacturing/ OEM /ODM (which includes branding and reselling products
manufactured by any 3rd party) from any company that is Blacklisted/Delisted/Debarred with any
Government Entity in India or any other country sharing land border with India.

C. Importing Equipment (in Semi Knocked Down Kits/Complete Knocked Down kits and re-assembling them
under their brand), sub-assemblies from any company that is Blacklisted/Banned/Debarred with any
Government Entity in India or any other Country sharing land border with India.

Annexure-Z3 DECLARATION CERTIFICATE (enclosed) is added.

Already addressed in Addendum | of Pre Bid Query 1 (Sl.No. 8) :

38

Suggestions by vendor

Bidders to give an affidavit that while selecting OEMs of equipment’s, Hardware and Software (proposed to
be supplied for this tender) they have ensured that the Hardware, Software and Firmware (proposed to be
supplied for this tender) selected are actual manufacturers and are not getting 3rd party manufacturing like
branding and reselling in India through importing/trading and rebranding such equipment from country that
shares a land border with India.

In this regard, a compliance to Order dated 19 July 2024 issued by DPIIT and condition related to Raw materials,
components etc. sourcing from any bidder representing countries sharing land borders with India has been made
mandatory in PQR clause no. 1. 7 of Section -V| , Annexure:R submission is mandatory and also covered in Point
no. (vi) of clause 5.5 of section-Y.

Further, Annexure-23 DECLARATION CERTIFICATE has also been added

additionally in tender,covering this point ..

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.39)

39

Suggestions by vendor

OEM to submit an affidavit that they own the source code of the Software and Firmware being supplied for
all the models being supplied against this tender and does not reside in any country that shares a Land
Border with India.

In this regard, a compliance to Order dated 19 July 2024 issued by DPIIT and cendition related to Raw materials,
components etc. sourcing from any bidder representing countries sharing land borders with India has been made
mandatory in PQR clause no. 1. 7 of Section =Vl , Annexure-R submission is mandatory and also covered in Point
no. (vi) of clause 5.5 of section-V.

Further, Annexure-23 DECLARATIOM CERTIFICATE has also been added additionally in tender,covering this point

Already addressed in Clarification | of Pre Bid Query 1 (Sl. No.40)
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Clause/ Section

Reply from BHEL

SCOPE OF WORK

Resource Mobilisation Period: of 01 month in each phase for each location

take 6-8 weeks.

S. NO ba Section No. Specification Suggestion/ Query / Recommendation
1.1.2 Similar work experience:The Bidder shall have experience of having successfully completed similar works or
satisfactorily executed similar werks for minimum one-year period in a running project, during last 7 years, ending
on last day of the month previous to the one in which tender is invited in any one of the following (including GST).
The Work order of the project should be in the name of the bidder. The order copies of above-mentioned projects &
completion/ experience certificate along with the offer is to be submitted as per Annexure -P, Verification of
genuineness of PQR documents shall be obtained by BHEL from the respective customer. The value of the works
completed (proof of completion te be submitted) should be as follows:
i. One similar work of total value not less than INR 9.69 Crore
ORrR
ii. Two similar work of total value not less than INR 6.05 Crore We request you to delete this portion as this is very specic. The Bidder is well expereinced in executing similar
il SN0 1.2 ZESELOENéﬂALIFICATION OR Th il o vl i o MR Projects but count of users are not always avalible. Even in this particular Tender count of user is not specied NO CHANGE
e R;EQUJRl;MENT (PQR) gl;ﬁmrie;ens:fn;;;i:::rwgrktf;a valgiar{essithan R B Crore by you. The same is followed by most Govt. Departments. Bidder’s similar credential should be ok for this kind |21 2=t P00 J ==
Similar warks shall be defined as: Supply, installation, testing, commissioning and maintenance of Biometric based gtarequirament:
Access Control & Attendance Management System (including server hardware, networking) and /or Barriers/turnstile
covering a minimum of:
i) One similar work of total 6750 Users for Central/ State Govt./ PSUs/
Public/ Private Limited Companies
OR
i) Two similar work of total 4500 Users for Central/ State Govt./ PSUs/ Public/ Private Limited Companies
OR
iii) Three similar work of total 2250 Users for Central/ State Govt./ PSUs/ Public/ Private Limited Companies.
The bidder shall be required to submit work order and performance certificate.
4 Siiouestins By veniin Clarification: We hope arranging the link / connectivity between 0, DR and other sites are responsibiiy o | I 18 Clarified that link / connectivity between DC, DR and other sites are responsibility of
g Y venda BHEL and not of the Bidder. BHEL
It is clarified that cabling work is a separate line item at S| No 2 of Part B - Outright
purchase of ANNEXURE-18 (BILL of QUANTITIES).
4.11 CIVIL & ELECTRICAL WORK (INDICATIVE BUT NOT LIMITED TO): i 5 o s : . .
SECTION-IV Estimated quantity/rate provided in the tender & acordingly the bidder has to quote in %
42 4.11. b b) Ferruling /labelling of cables /wires/passive networking for easy identification, Supply of all cable laying |How to arrive at cost of Passive Cabling Works? " . s
SIS accessories including MS conduits, PVC pipes, supporting structures, clamps, identification tags, ferules etc. age (abOVE/’ beIOW/at par W]th the BHEL est‘mate Of tOtal prOJ eCt) » (These Charges Shou[d
required for laying of cables shall be within the scope of contractor, be Valid for enti re contract period)
4.1.20 Contractor shall submit escalation matrix with complete contact details to BHEL up to L3 level. Any It is clarified that Account Manager can be based anywherFJ.
SECTION-IV update in matrix shall be updated to BHEL from time to time. Post Go-Live, Contractor shall assign a Dedicated Account Manager to BHEL. Where this person should be based out of? And what are the overall . : 3 : n
22 4.2 SCOPE OF WORK dedicated account manager for the project to BHEL. A quarterly meeting or as and when required by BHEL, |expectations,scope and deliverables of this person? A qUarteﬂy meet]ng or as and when reqU] rEd by BHEL’ Shall be planned for d]SCUSSIOr\ 0
shall be planned for discussion on performance and issues. perfo;’mance and 'issues_
All the Operating Systems installed by bidder needs to be compatible with the antivirus
4.2 SERVERS: : g i &
o Jsecionay 42.2 Installation of Server , " o N . supplied by BHEL (Current antivirus: Checkpoint).
44 4.2.21i Who will supply the Anti Virus Software? Anit-Virus is NOT mentioned in the Bill of Materials p P y ” o & " ¢ g
SEOREICRMCHE T o s In case BHEL supplied antivirus is not compatible in future with the installed OS, bidder will
nstallation of Anti-virus
have to provide suitable enterpsise class antivirus; after taking clearance from BHEL.
42.47Th bl test B B i P It is clarified that CRITERIA will be decided at the time of implementation of project; with
2. e contracter shall test & demonstrate the following scenarios as part of the installation an . . . . . PR s
SECTION-IV e For failover Automation,who will share the critera to decide as to when to initiate the failover? What events s :
45 £2:48 SCOPE OF WORK camm\ssnf)mng: = 3 should trigger the failover? Failback should never be automatic.Why automatic Failback is being requested? the ContraCtor n phase I ]tself'
@) The failover and failback should happen automatically
Clause no. 4.9 f remains same i.e. LEASE PERIOD MAINTENANCE:
Maintenance shall cover the following:
:1-“{ LtEASE "ER:’?I MA'"T‘;:;‘A':CUE ) f) Additions/Improvements/Changes in the software due to changes in existing Business Rules as per
aintenance shall cover the following: i : : . . ; A z s s
SECTION-1V How can additional Software licences be included at NO extra cost during the lease period,especailly due to s s : ef]Od
4 498 SCOPE OF WORK . . " — - change in BHEL Policies or Govt. Policies which is beyond the control of Bidder/Contractor? respecnve BHEL Urﬂt, to be done free Of cost durlng entire COﬂtraCt per10d along Mth lease p
) Additions/Improvements/Changes in the software due to changes in existing Business Rules as per
respective BHEL unit, to be done free of cost during entire contract period along with lease period . .
It is clarified that the changes in existing Business rules refer to the BHEL HR Business rules
regarding attendance /access control in the repsective BHEL locations not the change in Govt.
policies change.
Clause no. 4.15 of Section IV remains same i.e. Resource Mobilisation Period: of 01 month in each
47 415 SECTION-IV 4.15 PAN BHEL IMPLEMENTATION: Resource Mobilisation Period on 01 month may be insufficient for IT hardware,as hardware deliveries typically phase f0r each location 1t 'iS clarified that the resource mobilisat.ion period iS .‘In add-'lt-ion to the

timelines for go-live in Phase | & Phase .
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Clause/ Section

Reply from BHEL

5. NO TR Section No. Specification Suggestion/ Query / Recommendation
S.No.2 of Annexure-1 remains same i.e. Minimum 3 Nodes Configuration with HCI Software
Solution with N+1 nodes ensure high availability for achieving usable resources across cluster
ANNEXURE-1 e L o o o i i i
48 2l :D e (1.1 HCI Solution for Data Mnm_mu_m & Nodes/Corflaurationwith ] S.‘oftware Sotution th. e lnodes F-nsure highvavailabiity-for For HCI Solution-How many simultaneoous Disk Failures redundancy is required? n the EVent Of 1 phyS]Cal nOde fallure'
lades) 7 achieving usable resources across cluster in the event of 1 physical node failure.
Centre Requirements)
It is clarified that Node level redundancy already specified in S| No 21 ( HCI Nodes) ) of
Annexure 1. Disk failure redundancy is not required.
S.No.2 of Annexure-2 remains same i.e. Licenses: The bidder shall provide all required
database licenses for this deployment at DC and DR. All the licenses required for proper
siNo 2 of S ; running of the setup shall be provided from Day 1.
49 P — AMMNEXURE-2 Licenses: The bidder shall provide all required database licenses for this deployment at DC and DR. All the |How many DB Licences are required?
3 licenses required for proper running of the setup shall be provided from Day 1.
It is clarified that bidder has to decide the number of license (bidder needs to
take/provide) for successful implemenation of the solution.
Details regarding backup solution at DR already included in technical specifications in_Annexure
5.1 Disk based backup 5 and Sl No. 5 & 6 of Annexure 18 (Bill of Quantities-CENTRALIZED INFRASTRUCTURE AND
' i i i Wi ? i iti . s
SiNozor  [MNBURES 2.8ackup Softwars Latst version f compatible backup software with requise icenses Thesoftware to | SR8 S0 B00 SR 8L P2 2on e e 8 8 8 RIS e, Or R e o s | SOFTWARE SERVICES BOQ for Disaster Recovery Site(DR))
50 Annexure 5 (Backup Solution) handle both disk based backup as well as tape library based backup Backup success/failure email intimation when the DC site has been failed over to DR site.and how will intain SLAs.Upti :
. ) [ . . - 5 you maintain s,Uptime,RPOand RTOs in case of
5.1 Disk based backup Backups to be configured as per prevailaing BHEL backup policy Restore testing is to be carried out as per Eiic o et bl Hiatter ssta
prevailaing BHEL backup policy :
MMS Software for monitoring of Hardware & Software? Who will provide this NMS? If Bidder has to provide,then
51 Clarification sought by vendor should the infrastructure requirement and manpower requirement for the same be included in the proposal? NOT REQUIRED
How many years of monitoring data data needs to be maintained online in the system?
52 Clarificati ht by d What is the WAN connectivity/Interconnectivity between the various BHEL sites? We need complete WAN |t is C[ariﬁed that BHEL Wil[ pl‘OVIde MPLS ConnectiVity Of bandWidth 1Gbp5 between VariOUS
AREation sough Y vendor network architecture,with individual components,port -level connectivity and architecture diagram BHEL Si tesf UnitS/ LocationS
ificati If additional WAN bandwidthis required to achieve and maintain the uptime,SLAs,RPO and RTOs,who will BHEL Wi“. prOVTde the additional bandW]dth, in case it is rEQUirEd to meet the SLAS, RTO)
53 Clarification sought by vendor . : :
procure the bandwidth? Will BHEL provide the same? RPO
Bidder shall refer to clause no. 5.4 in this regard. Insurance already covered suitably in
54 Clarification sought by vendor Do the IT Equipment also need to be covered under Insurance (Hardware and Software)?
tender.
It is clarified that this contract is not related to manpower hiring. All workforce working
55 Clarification sought by vendor Is Professional Liability and General Liability Insurance required for the Manpower? If Yes, what is the aomunt of under th]s Proj ect Wi”- be on ro“ Of bidder ar W]ll be thEir r95p0nsi b]hty SO as per rESpecuve
e governement guidelines, bidder may proceed for insurances. Bidder shall refer to clause no.
2.15, 2.48 (d), 2.49.3, 2.56, 5.4 in this regard.
56 Clarification sought by vendor Supply of 42U Rack in DC and DR-Not Clear (Who will supply) BHEL Wiu Su pply 42U Rack in DC and DR.
57 Clarification sought by vendor Netwaork Switch required for connecting Face Readers-who will supply BHEL will provide Network switch for con necting Face Readers
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ANNEXURE- 1 TO 17 DETAILS (REVISION 02)

Sl. No. | ANNEXURE DESCRIPTION

1 Annexure 1(R02) HCI Solution for Data Centre/ Data Recovery
Requirements

2 Annexure 2 (R02) Database

3 Annexure 3 (R02) Load Balancer

4 Annexure 4 (R02) TOR & Management Switches

5 Annexure 5 (R02) Backup Solution

6 Annexure 6 (R02) Centralized Software

7 Annexure 7 (R02) Enrollment Unit

8 Annexure 8 (R02) Common Technical Specifications of Facial
Recognition Device

9 Annexure 9 (R02) Facial Recognition Device

10 Annexure 10 (R02) Turnstile

1 Annexure 11 (R02) Boom Barrier

12 Annexure 12 (R02) Tower Lights

13 Annexure 13 (R02) Smart Card

14 Annexure 14 (R02) Miscellaneous Items

15 Annexure 15 (R02) Installation and Commissioning

16 Annexure 16 (R02) Auto Swing Barriers

17 Annexure 17 (R02) EM Lock
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ANNEXURE-1 (R02)

1.1 HCI Solution for Data Centre Requirements

;% Characteristic Specification Compliance
Make & Model to be specified by vendor
Proposed solution must be based on converged IT
infrastructure platform that integrates storage,
computer, networking, hypervisor, real-time
1 Hyper-Converged | deduplication, compression, and optimization
Infrastructure along with high availability, powerful data
management, data protection, and disaster
recovery capabilities in a standard x86 server
building block
Minimum 3 Nodes Configuration with HCI
7 HCI Nodes Sof’gwa(g Solution 'w@h N+1 nodes ensure high
availability for achieving usable resources across
cluster in the event of 1 physical node failure.
Minimum 5th generation Intel Xeon/3rd
3 CPU generation AMD EPYC processor with minimum 20
16-cores per processor with minimum base
frequency 2.00GHz
4 Processors Minimum 2 Processors per node
B Cache 30 MB Cache or higher
6 Memory Minimum 128 GB per node
NEEATE Minimum 10G SFP+ ports - In Redundant Mode.
7 No Single Point of Failure Minimum 4*10G SFP+
Interface
Ports per node.
. Integrated Graphics Controller with minimum 16
. GRS MB embedded video SDRAM
Minimum 20 TB usable storage capacity on SSD
for complete HCI solution. Also, Virtual server
9 Storage Instance Data Deduplication and compression
feature to be available across the virtualization
cluster.
10 System Each node to have dedicated non-shared dual-
Cooling/Fan/PSU | PSU's with redundant fan.
11 PCl Slots Minimum of 3 * PCl Express Expansion Slots 5.0 or
higher per node should be supported
In case, the solution requires FC adapters then
12 HBA min 8Gbps and in Redundant Mode to be
supplied.
Op Temp Range: 50° to 77°F (10° to 25°(Q)
2 Operating Elgnc()Dp Temp Range: -22° to 140°F (-30° to
S Op Humidity Range (non-condensing): 8% to 90%
Non-Op Humidity Range: 5% to 95%
14 Chassis type Rack
The following operating systems should be
Supported supported on the server:
15 Operating Latest  version of  Microsoft  Windows
System Server/Linux-preconfigured, with  requisite
enterprise licenses
Required Clustering/High Availability
16 Clustering Services/Software for
Supplied 0s T MEENA THAK
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SR
NO

Characteristic

Specification

Compliance

17

Remote Facility

1. Offered Hyper-converge solution shall support
VM-centric management through a single pane of
glass via the virtualization manager of given
hypervisor.

2. Virtualization Manager of given Hypervisor
shall be able to manage single or multiple
clusters through single management console of
hypervisor.

3. Offered hyper-converge appliance shall have
the ability to manage all aspects of the Hyper-
convergence for all sites through Virtualization
Manager of a given Hyper-Converge.
4. Offered Hyper-converge shall be able to
expose / connect to existing customer servers for
hosting VMs and applications while taking
advantage of the functionality of the solution
5. Offered Hyper-converge shall be able to
globally manage Backup Policies per Datastore or
per VM and shall be able to control all of them
directly through virtualization manager of given
hypervisor.

6. Hyper-converge solution should have single
upgrade management console to simplify
upgrade of Hyper-converge Software, hypervisor
and ability to roll back upgrades.

18

System
Management
Software

HClI solution should provide one single
management console to manage DC and DR HCI
setup including Compute, storage and
networking.

19

Pre-Failure
Notifications

Pre-Failure alerts covering processor, memory,
HDD, Power Supplies and Fans

20

Guest VM 0S

Latest version of Microsoft Server OS/Enterprise
Linux with back to back support from OEM for the
entire contract period and all the required
licenses from day 1.

21

Software
Licenses

Bidder to provide all the licenses for managing
HCI Solution, monitoring of server health,
Databases, VM Operating Systems and any other
application deployed from day 1

22

Security

Bidder shall be responsible for periodic
Vulnerability Assessment, Penetration Testing
and Server hardening of all the associated
servers and applications.

23

Patches and

upgrades

Bidder shall be responsible to apply OS/Service
pack/Patch upgrades periodically/as and when
available in all the associated servers, operating
systems, databases and applications. Highest
priority is to be given to critical patches and to
be applied immediately on release.

24

Capacity
Augmentation

Bidder shall support for
incorporating/integrating any additional
identical server node, provided by BHEL, in the
existing infrastructure
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Characteristic Specification Compliance

(a) Proposed solution should have replication
software to DR site. Licenses for applicable VMs
replication should be made available. If any
additional hardware, software or/and licenses
are required for this functionality, these should
Redundancy & be provided by the bidder at no additional cost

Business to BHEL.
Continuity (b ) Replication should be possible locally (within
same datacentre) and/or remote site (between
DC & DR).

(c) Third party Replication software (not from
appliance OEM) are acceptable, however, these
should integrate with the hypervisor.

1. Latest version of Industry standard Hypervisor
to be provided for all the nodes.

2. Virtualization software shall provide a
virtualization layer that sits directly on the bare
metal server hardware with no dependence on a
general-purpose OS for greater reliability and
security.

3. Hypervisor layer should support features like
snapshots / cloning of individual virtual
machines, non-disruptive Scale-Up & Scale-Out
to grow capacity and/or performance whenever
required. It should provide ease of use wizard for
snapshot scheduling and instant batch cloning of
Virtual machines.

4. Virtualization software should provide
visibility into storage throughput and latency of
hosts and virtual machines that can help in
troubleshooting storage performance issues.

5. Virtualization management software should
support user role and permission assignment.

6. Virtualization management software console
shall maintain a record of significant
configuration changes and the administrator who
initiated them.

7. Virtualization management software should
have integrated Virtual Machine performance
monitoring.

8. The solution shall provide the ability to create
new virtual machines from scratch or based on
templates (created from fully configured virtual
machines or ISO images).

9. The solution shall provide a centralized
interface from which virtual machine across data
centre can be configured, moved, monitored and
administered

10. Virtualization software shall be able to
dynamically allocate and balance computing
capacity across collections of hardware
resources aggregated into one unified resource
pool with optional control over movement of
virtual machines like restricting or moving VMs to
run on selected physical hosts.

Virtualization
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SR
NO

Characteristic

Specification

Compliance

11. Hypervisor software should support Virtual
Machine image like Virtual disk format, OVF,
RAW(.img,.raw),ISO, Qcow.

12. Should provide the ability to thin provision
disks to avoid allocating all storage space
upfront. Full monitoring capabilities & alerts to
prevent from accidentally running out of physical
storage space should be there.

13. Hypervisor must support IPv4, IPvé or dual
stack configuration.

14. Virtualization software should be offered
with all above features & all the required
licenses for operating the offered HCI cluster
using a single console.

27

Support
Warranty

&

OEM's Premium 24x7 support for the entire
contract period should include remote and onsite
support, labour, parts warranty,

1.2 HCI Solution for Data Recovery Requirements

All the resources, as envisaged in DC, shall be applicable for DR as well along with periodic
sync with DC.

In case of disruption at DC, the services to be shifted to DR node

W%@w
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2. Database

ANNEXURE-2 (R02)

Compliance

Database

Latest version of Enterprise
class Oracle/Microsoft SQL

Licenses

The bidder shall provide all
required database licenses for
this deployment at DC and DR.
All the licenses required for
proper running of the setup
shall be provided from Day 1.

OEM Support

OEM's Premium 24x7 support for
the entire contract period
should include remote and
onsite support, labour, parts

warranty.

\Uﬂh
il
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3. Load Balancer

ANNEXURE-3 (R02)

SR NO

Characteristic

Specification

Compliance

Make & Model

to be specified by vendor

Solution

ADC Solution for HCI to optimize the availability,
performance and security of cloud services and
enterprise applications while reducing cost and
complexity in the data center. ADC to be deployed
in HA in DC and DR.

Application
Performance

Dynamic detect - Client connection persistence -
Connection multiplexing - TCP
buffering - IEEE 802.3ad link aggregation

SSL Acceleration

Hardware SSL processing - SSLv3 and TLSv1 - 4096-
bit maximum cipher key size
(RSA or ECC) - End-to-end security (Server-side
SSL communication) - SSL session
reuse and timeout control - Cipher strength
reduction -  Customizable cipher suite
order - Customizable SSL error pages - Sharable to
multiple SLB services - SSL
self check - Server name indication (SNI)

Platform and
performance

1. ADC to have 3Gbps of L7 throughput scalable to
10Gbps with license upgrade.
2. ADC to handle upto 6000 SSL TPS
3. ADC to have Minimum L7 Concurrent
connections: 1.5M for 30,000 Users.

Compression

Hardware or software accelerated - Virtualized
compression - Inline  HTTP  processing
- Compresses HTML, XML, Java scripts and CSS -
Compresses Microsoft file formats
(DOC, XLS, PPT) and PDF

Caching

Virtualized, memory-based cache - HTTP 1.1
compliant, policy-based cache

b ple®
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SR NO

Characteristic

Specification

Compliance

Application
Security

Hardened OS - Secure access only, access control
based on client certificate;
information and access method - Customer
configurable SSLATLS version; cipher
suite and minimum cipher strength - Tamper-
proof key and certificate  protection;
ADC should support WAF feature on same ADC 0S
version through license upgrade; Proxy-based
firewall; TCP syn-flood protection; Flash and
surge event protection; DoS protection; HTTP
access method control; URL filtering; HTTP/DNS
cache for mitigating DDoS; Deep application data
inspection for dealing with attacks such as SQL
injection and
cross-site scripting; Detects and responds to
known application vulnerabilities; Programmable
to deal with future threats

Secure
Application
Access

AAA support for Security Assertion Markup
Language  (SAML), LDAP, RADIUS  and
Open Authorization (OAuth) protocols - Supports
definition of multiple  AAA methods
for multifactor authentication - Supports web
single  sign-on  (SS0) and web single
logoff (SLO) - Serves as a SAML SP (service
provider) - Supports restriction -on number
of sessions, session timeout and session reuse

Client Server
Management,
Auth and
Authorization

CSR and private key generation - Self-signed
certificate support - Import certificate
and private key - Import certificate format -
Extensive certificate support - Certificate
backup and restore - Wildcard certificate support
e Server Name Indication (SNI)
Turbo client certificate verification - Root and
intermediate  CA import - Basic client
certificate verification - Certificate chain support
- Certificate revocation list (HTTP,
FTP, LDAP) - Online certificate status protocol
(OCSP, HTTP/HTTPS) - Certificate based access
control - Inside SSL server, two-way certificates

I AACIRIA TIIA
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SR NO

Characteristic

Specification

Compliance

10

Application
Integration

Parse client certificate field information with
different language/encoding 5 Pass
individual field/group and field/customer format
to back-end applications - HTTP
header, URL and cookie - Integrated with proxy
rewrite - Detailed SSL statistics

11

System
Management

Centralized cluster management - Secure CLI,
WebUl and SSH remote  management
- XML-RPC for integration with 3rd party
management and monitoring - SNMP V2/
V3 and private MIBs - Syslog (UDP or TCP) -
Administrator and operator account
management - E-mail, paging and alerting
capability - Multiple configuration
files and unit configuration synchronization -
Online troubleshooting - Real-time
monitoring - Role-based administration control -
HTTP/2  support - Top 10  statistics
for users of IP, TCP, UDP and ICMP traffic

12

Support
Warranty

OEM's Premium 24x7 support for the entire
contract period should include remote and onsite
support, labour, parts warranty.

Wi
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ANNEXURE-4 (R02)

4. TOR & Management Switches

to be provided by bidder.

SR NO (Characteristic Specification Compliance
Make & Model To be specified by vendor

Managed Switches for Implementation of HCI

1 [Solution Requirements Solugon qnd part of HCl Infrastructure and
configuration, quantity should be as per
requirement of solution
Form factor: 1U
Fiber Ports: Minimum 24 x 10G SFP+

2 ITOR Switch HA _Moc_lg: Switches to be configured in High
Availability mode
All the required SFP modules for connecting TOR
switch to HCI nodes to be provided by the bidder
This switch will be wused for configuring
management interface of HCl and TOR switch

- nodes.

3 |Management Switch S R— 1U
Copper Port: 24 X 1G Base-T
Fiber Ports: 02 x 1G SFP
OEM's Premium 24x7 support for the entire

4 |Support & Warranty  |contract period should include remote and
onsite support, labour, parts warranty.

5  |Connectivity All the cables required for connecting switches

b
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ANNEXURE-5 (R02)
Backup Solution
5.1 Disk based backup

SR NO [Characteristic [Specification Compliance

Processor:
01 x Intel Xeon/AMD EPYC with 16 Cores
Memory:
02 X 32GB RDIMM (Total: 64 GB)
Storage:

1 |Hardware 02 x 1TB SSD RAID1 - For OS and Software
10 x 12TB HDD RAID 5 + HS - For Backup Repository
Network [/0: 02 ¥ 10G Base-T
Power Supply: 02 X Power Supply

HBA: Minimum 8 Gbps FC connectivity with Tape Library

Latest version of compatible backup software with
requisite licenses
The software to handle both disk based backup as well as
tape library based backup
Backup success/failure email intimation
Backups to be configured as per prevailing BHEL backup
policy Restore testing is to be carried out as per prevailing
BHEL backup policy.

2 |Backup Software

Latest version Windows Server/Linux - with requisite

ol licenses from day 1
4 Cables &lall necessary cables - FC, power & accessories should be
Accessories supplied
_ &OEM‘s Premium 24x7 support for the entire contract
5 Wgr?'anty period should include remote and onsite support, labour,

parts warranty.

5.2 Tape Library based backup

5. Parameters 7 Detailed Specifications Compliance
No. | Feature
Make
2 | Model

3 | Tape library Proposed Tape Library shall be from the industry leading

OEMs.
. 2 Nos. of LTO9 tape drives with minimum 40 cartridge

4 | Capacity

slots
5 | Connectivity Minimum 8 Gbps FC connectivity with Backup Server
6 | Management | Web Based Management
7 | Scalability 4 Drives and 100 slots
8 | Performance | Minimum 300 MB/s per drive

No single point of failure including Power Supply, FAN

9 | Redundancy atc
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Parameters

/

No. | Bedture Detailed Specifications Compliance

10 Cartridge Barcode labels, 60 Nos. of Cartridge Tapes along with 2

Tapes nos. of cleaning Tapes
11 | Mounting Tape L1brary.must be rack moun_ted. Rack mounting kits

‘ and accessories should be supplied.

12 Cables & | all necessary cables - FC, power & accessories should be

Accessories supplied

S & OEM's Premium 24x7 support for the entire contract
13 Wapr?'anty period should include remote and onsite support,

labour, parts warranty.

W\T’(z\%ﬁ
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ANNEXURE-6 (RO2)
Centralized Software

6.1 Time & Attendance Recording Software

Software to check deduplication (already enrolled as a

different entity) & Blacklist/ suspended person.  fy=r oy

e Compliance
Sl no. | BHEL Specification (Yes/No)

The Time & Attendance recording software to be developed
1 and deployed by the vendor with the provision to configure

unit-wise specific/different business rules.

Configuration of time & attendance rules (Annexure-16) for

the units/locations as per Annexure-14 added at a later stage
Z to the centralized setup or modification to the existing rules,

to be carried out by vendor without any additional cost

implication.

Attendance data interface AP| to be provided by vendor for
3 various requirements like payroll processing etc. as per

specifications mentioned in 1.5

Management Information Reports to be available in the
4 proposed Time & Attendance recording software as per

Annexure-13. Provision to develop additional reports to be

made available in the software.

Role-based (Employee, Manager, HR, IT, Time Office,
5 Unit/HR Heads, etc.) dashboards and reports to be made

available for analysis. Sample templates are available at

Annexure-15

The key components include (not limited to):

- Time Management linked to Biometric devices providing

real-time visibility to workforce

- Leave management

- Absence Management

- Clock-in and Clock-out Management
6 - Scheduling, Shift Management

- Provisions for adhoc hierarchical reporting

- Overtime Calculation

- Late Night Shift Allowances

- Holiday Management

- Employee-wise weekly offs

- Compensatory Off

The software to have the capability to record attendance
7 regularizations by employees. After approval by competent

authority as per extant business rules, schedules and

timesheet of employees to be updated.

Proposed software to have complete audit trail capabilities
8 of changes made to employee's shift, attendance,

regularization, access records etc. including information on

who made the changes and when

The software to provide the option to restrict entries to

inactive/ terminated/ retired/ suspended employees on the
9 attendance readers as well as access control readers.
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Compliance

Sl no. | BHEL Specification (Yes/No)
10 Provision for time-based escalations or reminder notifications
for a given task in the approval process
11 Provision to create unlimited shift patterns like AB, ABC,

BAC, CAB etc.

Provide the ability to schedule shifts that cross multiple days
12 (e.g. start at 6:00 p.m. on day one and complete at 2:00 a.m.
on day two).

Provision to create shift patterns of varying durations like
13 weekly, monthly, fortnightly, daily or any other Adhoc
duration

Provision to schedule shift patterns to be automatically

14 repeated, or rolled forward to future weeks

6.2 Access Control Software

T Compliance
Sl no. BHEL Specification (Yes/No)

The Access control software to capture employee Biometric
punch data transactions alongwith facial log both for in-swipe
1 and out-swipe and transfer the data to server for further
processing. Vendor to integrate all access control devices at
the gates with access control software.

Configuration of access control rules (Annexure-15) for the
units/locations as per Annexure-13 added at a later stage to
the centralized setup or modification to the existing rules, to
/. be carried out by vendor without any additional cost
implication. There should be provision to increase or decrease
threshold value in facial device to control FAR situation (if
oCCcurs)

Software to support central monitoring and control. If]
communication to the central control fails, readers shall
continue providing access based on the predefined security
3 configuration. Until communication is regained, all event logs
and alarms shall be stored locally (based on reader / controller
capacity). These events shall be sent to the central server|
when the communication is regained

4 Local and global Anti Pass back feature to be available.

Each user to be validated / invalidated for a given period by
setting the start date and end date.

It shall be possible to assign one or more access groups for each
user.

The system to support all the different combinations of
7 identification modes for users as defined in specification of all
access control devices
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Sl no.

BHEL Specification

Compliance
(Yes/No)

Software to support central monitoring and control. Provision
to provide rights to Unit-level administrator to
add/delete/modify/update records (shifts, access, reports,
etc.) pertaining to their own unit.

6.3 Meal Booking & Canteen Access Software

Sl. no.

BHEL Specification

Compliance
(Yes/No)

Vendor shall integrate canteen management software with
turnstiles and Biometric Access control based system. The
Application would be developed and deployed by the vendor
in the Application server. Any modification/customisation to
the existing software to be carried out by vendor without any
additional cost implication.

Vendor shall provide provision for customising the software
so as to cater to different types of users & available
canteens.

Provision for booking meals in advance to be made in the
online system/mobile app for all users.

Online Dashboard to monitor Daily / weekly/ monthly
analysis of meal taken (summary and detailed), Canteen
expenditure, Meal planning report and options to add /
deduct meals from individuals.

Canteen wise / shift wise meal analysis and reconciliation

Solution should be able to handle multiple counters with
different meal rates

Provides salary-debit facility for employees in credit scheme,
for canteen facilities used via Integration with existing SAP
based payroll system

Facility to maintain various type of masters for Menu, rates,
categorization of employees, canteen types, Meal timings

Online dashboard for employees to monitor their daily meal
consumptions and allied details

6.4  Visitor Management Software

Sl. no.

BHEL Specification

Compliance
(Yes/No)

1

Integrated with ACS and RFID cards

2

Software to be accessible from desktop/laptop and to have

access to printer and webcam (provided by BHEL)

Provision for Visitor Registration (RFID card details, personal
details, area/official to be visited, nature of visit, etc) with

advanced/real-time approvals by BHEL employees
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Compliance

SI. no. |BHEL Specification (Yes/No)
Software and hardware controlled entry & exit building wise and
4 floor wise. Provision to update access privilege and
authorizations of visitors.
5 Rule engine for visitor entry / exit, total hours, access location
and time
6 Frequent visitor, regular visitor, VIP visitors, also clear
bifurcation of domestic and international visitors
7 Quick gate pass generation facility for regular and frequent
visitor
8 Provision for single / multiple entry in a day or in multiple days
9 VMS shall be installed on application server and will be
accessible from PCs installed at BHEL Premises.
10 Retention of visitor details and access details for a period of
minimum 2 years
11 Provision for printing visitor slip
12 Evacuation management and alerts and notification to all
visitors
13 Security consideration for visitor data, all visitor data to be
encrypted
6.5 APl specifications
s s Compliance
Sl. no. |BHEL Specification (Yes/No)
Vendor to provide APIs meeting the following requirements not
limited to:
1 Access time and attendance data unit-wise, employee-wise,
cadre-wise, grade-wise, shift-wise, date-wise, etc.
2 Read, add, modify, delimit employee data
3 Read, modify employee shift, weekly-off, compensatory-off,
holiday calendar, leave data etc.
4 Read, modify, delimit/revoke user access privileges
5 Assign, transfer & revoke biometric templates to reader/group
of readers
6 Read/check status of readers/devices/machines
7 Access employee biometric template in raw format
Provides salary-debit facility for employees in credit scheme,
8 for canteen facilities used via Integration with existing SAP

based payroll system
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6.6 Device Control Application

Sl i
S g Complianc
no |BHEL Specification e (Yes/No)

The software should have a central management module to remotely manage all
1 |the attendance and access control readers/devices/machines deployed across
all the locations.

The software to check the status of the readers / controllers on regular interva
s.

3 |Provision to add & integrate new readers/devices to the existing setup.

4 |Assign, transfer & revoke devices to one or multiple groups

6.7 Common Points for Centralized Software

e s Compliance
Sl no. | BHEL Specification (Yes/No)

The software developed shall conform to the latest cyber-
security norms.

All data over the network between the reader/ controller and
the server to be encrypted and secured through SSL.

Transmissions from the web-based application are to be kept
secure through SSL

All software/firmware/security upgrades to be downloadable
through the network to the reader / controller.

There can be multiple operators/administrators with
5 hierarchical controls. System to be accessible only after
valid authentication.

Remediations of the non-conformities identified in
Vulnerability Assessment/Penetration testing of the solution
conducted by BHEL/Vendor/Third Party at periodic intervals
to be addressed immediately by the vendor.

The system to be accessible to all users based on their rights
over the web/ mobile app by entering a user id and password.
The Software to be user-friendly & web/ mobile app based
so that the administrator / operator / user can access the
software console from any location within BHEL Network or
Outside BHEL via mobile app. The customized mobile app has
to be provided by vendor to provide data like punch records,
unauthorized absence, leave data etc. to employees.

To support report scheduling and delivery of scheduled
8 reports either through e-mail or file system share. Auto

mailer for reporting based on users rights and rola$e= sy | MEENA THAKRAN

vaaq / Manager
Fave v o . / Corporate Admin. & ISMG

‘J\k “\9‘\"”»\ 0 wafigeen fuPes | Bharat Heavy ElRtdrigals ifted £ 43
«\c:\?‘“ﬁwéw #row, Wi wi¢ / BHEL House, Siri Fort

w5 faeeli—110049 / New Delhi-110049



Sl no.

BHEL Specification

Compliance
(Yes/No)

To support Visualization tools such as maps, gauges, and
charts, indicators. Graphical Reports (like bar charts, pie
charts) to be available.

10

Provision for giving selective user rights

11

All reports to support export to external files (device) in
known formats like MS Excel, CSV, PDF etc.

12

Provision to send customized reports by selecting fields and
by entering customized messages to a select
group/department/individual using email

13

That part of the software including reporting module
developed using BHEL Business rules will be property of BHEL.
System documentation should be provided and any changes
should be updated accordingly. This Software along with
source code, customization code / objects / libraries shall be
handed over to BHEL.

14

There should not be any transaction data loss

15

The data archival and back up shall be part of the system
architecture and process.

16

The software shall support a fault tolerant server i.e. in the
event of a server failure, the system shall automatically
switch over to HA node from the primary node without
impeding the operation of the software.

17

The software to support an import utility that provides
importing of user information into the attendance database
from BHEL database

18

The software to do bulk user addition

1

The software to store user information along with
photographs for each user.

20

The software to allow data to be imported or exported in real
time or as a batch operation.
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ANNEXURE 7 (R02)

7. Technical Specifications of Enrollment Unit

& g TIT Compliance
Slno. |Description BHEL Specification (Yes / No)
Make & Model To be specified by Vendor....... .
Enrollment station shall be used for various
administrative function like creating / deleting
system operators and managing their profiles /
passwords, hardware management, smart card
1 Usage programming / preparation, capture template
for all types of readers, card enrollment,
card/user modification, system configurations,
photo badging & smart card printing, system
archiving etc.
Each enrollment station shall include a laptop
(as per Point no.11), imaging printer, facial
recognition enrollment kit, smart card
2 Requirements encoder/programmer, HD Quality digital photo
camera (as per Point no.10) along with
photography setup & photo card preparation
module, relevant software.
3 It should be possible to import previously
captured images
4 Facial pattern template per employee shall be
registered and stored in system
Encoder/ Mifare or HiD iClass-has been mentioned in the
5 Programmer Card .
s smart card unit
Compatibility
5.1 _(Ii__ard Encoviing Less than 5 seconds
ime
6 [communication on cheed USB 2.0 or better
Interface
7 Frequency Minimum 13.56 MHz
8 Facial Recognition Eariars
template capture
8.1 |Capture formats | Facial image templates
82 Facial Recogn1t10n< i0sace
Enrollment time
Vendor should be able to print the card on the
9 Card Preview andprinter after image has been accessed and
Printing layout selected. It should have print preview
option before printing
g A7 o1 | MEENA THAKRAN
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Sl no.

Description

BHEL Specification

Compliance
(Yes / No)

9.1

Card Printer

High Definition - Dye Sublimation / Resin
Thermal transfer; 300 dpi Print Resolution; 16.7
million colour or better; Print Speed 30
seconds/card for CMYKO (Cyan, Magenta,
Yellow, Black, Overlay) printing; Washable,
Replaceable card cleaning rollers; CR80 (2.125"
H x 3.375" W) Card Stock; Print within 2mm of
Card Edge; Card Hopper Feeder with Minimum
100 Card Capacity; Simultaneous Dual Sided
Lamination; Capable of buffering cards queued
for printing

9.2

Print Cartridges

Sufficient number of cartridges to prepare
Smart Cards as mentioned in the tender scope

10

Camera
Enrolment

HD Quality (1920 x 1080 or higher) Digital
Camera

11

Laptop

1. X-86 Architecture Based, 64-Bit Supported
Microprocessor with minimum 8 cores and 12
Threads, base frequency of 1.7 Ghz or higher,
turbo boost of 4.2Ghz or higher, 15W TDP (or
lower.

2 12MB Cache or Higher
3. Matching Chipset for the quoted Processor
4. On-board Graphics feature compatible with
supplied 0S
5. Minimum 16 GB RAM 3200MHz SDRAM
upgradeable to 32 GB.
6. 512 GB PCle NVMe SSD M.2 Hard Drive or|
higher

7. Minimum 14" high definition anti-glare LED
back lit Screen
8. Spill proof/Resistant, backlit keyboard with
full size keys
9. Integrated High definition audio with
integrated speakers and volume control
(Hardware/Software). Single audio jack (single
pin) for connecting ear phones and mic
10.  Integrated  100/1000 Mbps  port
11. Integrated Wi-Fi 6, supporting industry
standard IEEE 802.11ax + Bluetooth 5.0 or
higher

12. Minimum 2 x USB 3.1 Ports, 1 x Type C,
Stereo headphone/ microphone combo jack,1 x
HDMI Port. 1 X RJ - 45
13. Minimum 3-cell battery capable of providing
6 hours or more backup in standard business
environment, ACPI Compliant.
14. OEM AC Adaptor suitable for 230V supply
15. Should come pre-installed with Windows 11
Professional Edition or latest version with 64bit

should be available on OEM's w

they
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Sl no.

Description

BHEL Specification

Compliance
(Yes / No)

entire contract period.
16. OEM carry bag to be supplied.
17. Certification: (a) OS Certification from
Microsoft

(b) For OEM: ISO 9001 (Latest version)
18. OEM warranty including battery (labour,
parts, on-site) for the entire contract period

12

Body Type

The system to be Impact resistant, scratch
resistant, weather durable and corrosion free.

13

Stand

Proper stand shall be provided to mount the
camera on LCD including universal clips for|
Monitor and laptop

14

Signature Pad &
Pen

Digital Signature Pad & Pen along with
compatible software for digitizing employee
signature, USB Interface

15

Unicode
Compatibility

System should be Unicode compatible so that
entries/printing can be made in Hindi also

16

Photography, facial recognition enrollment,
card preparation and lanyard with Card Holder
shall be in the scope of successful bidder

17

Data Transfer

The system should have facility of transferring
the data to central server for storage and
retrieval and report generation

18

Certifications

CE; FEL; RoHS; BIS

19

Enrollment
Application

Smart Ul / UX for Enrollment and Registration
Application, Step wise enrollment process and
biometric login facility for Operators, Capable
to Enroll Employee, Visitor, Contractor Staff|
etc in single application and Operator can use
based on rights given to various desk

20

Image Quality

High Quality image in dry, wet and dirt
conditions.

The software should accept images with high
quality levels , or accept best of five attempts.

\re™
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ANNEXURE 8 (R02)

8. Common Technical Specifications of Facial Recognition Device

o T Compliance
Sr No. |Description BHEL Specification Remarks (Yes/No)
1 |Make & Model To be specified by Vendor........
2 |Authentication Modes |Facial Recognition/ Card / Facial Recognition + card
3 |Authentication Method|1:1 and 1: N
4  |Device Type Facial recognition reader with Smart Card Reader
5 |Camera Dual Camera (Color & IR) ,2MP Surveillance Grade
It should be capable of authenticating users of|
Camera Sensordifferent heights. It must be capable of detecting and
6 ObErETiaR authenticating the face either through device
P capability or inbuilt LED light in extreme dark/
daylight environment.
System should be intelligent enough to accept only
5 Live Face Detection|live faces and prevent security breach by a face in a
Method recorded video, live stream, a photograph or any
other means.
8 Face Authentication|50-120 cm with Auto face detection, Wide angle
Distance detection for users of different heights
Minimum ARM Cortex/Intel/AMD Quad Core, 64-Bit,
9 |Processor 1.4GHz
Processor release year should on or after 2021
10 IRAM Minimum LP-DDR4, min 2 GB & above (for 5000 &
15000 Face Templates).
11 FFAR / FRR <0.001% 'FAR‘ (False. acceptance ratio) ; <0.01% FRR
(False rejection ratio)
Backlit graphical LCD or advanced display of
minimum Resolution: 1280 X 720 Pixel and size of
min 5" IPS Display with Capacitive Touch Panel or
12 |Graphical Display higher to show user details or any other information
but not limited to name of employee, staff number,
photo, punch time , Network connectivity, Device ID
& IP etc.
Min 2,50,000 transactions (Each transaction consists
13 |Transaction Storage |of date, time, card number, key code, error code,
device mode, reader number, slno, facial log etc.).
Card reader shall be capable of reading the selected
card technologies (HID iClass / Mifare within 13.56
. MHz range). The protocol of data from the reader
14 |Card Reader shall be an open format and non-proprietary. There
should be provision to increase or decrease threshold
value of matching facial data in facial device to
control FAR situation (if occurs)
15 |Card Read Range within 50 mm
Minimum Requirement is IP 65 Protection.
The system has to be Impact resistant, scratch
16 |Body Type resistant, weather durable and corrosion free.

Canopy/shed type enclosures are to be provided
wherever required.
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Sr No.

Description

BHEL Specification

Remarks

Compliance
(Yes/No)

17

Mounting

The readers to be mounted on SS Pedestal/ MS pole
(stand) / wall for ease of operation and accessibility.

18

Spares

Sufficient spares to be maintained to meet
contingencies to maintain uptime.

Fault of one reader should not affect the operations
of other readers in the network.

19

Quality

Reader shall be manufactured using the latest and
most accurate state of the art biometric technology
like Auto Face detection, Fake Face Detection, Auto
Push, real time face recognition, multi-threading and
shall support high speed processing.

20

Seamless operation

Template uploading from Central server shall not
affect the normal working of Reader.

21

Communication
Server

with

Reader should communicate with central server using
TCP/IP protocol over Ethernet or Internet, 10/100
Mbps or higher auto sensing Ethernet with DHCP, SSL,
IPv4 and IPv6 Support (Optional)

24

Fault Detection

In the event of reader failure / malfunction /
tempering, it shall be capable of being detected by
the server and appropriate alarms shall be generated
at workstations/ server.

Fault of one reader should not affect the operations
of other readers in the network. Also mail to ADMIN/
Superuser shall be triggered

23

A/V Indicators

A/V Indicators must provide a unique tone (in range
of 25-70 dB) or tonal sequence for various status
conditions, including attendance marked/denied,
reader power status, etc., with multi-color (red &
Green) LED indications. Tone range should be audible
and adjustable as per respective BHEL unit
instructions. Green LED for allow/permitted
condition, Red LED for Access denied.

24

Centralised Monitoring

It should be possible to configure, manage and
diagnose multiple geographically dispersed readers
from a central desktop application without custom
programming

25

Clock

Shall have built-in RTC (real time clock) Calendar.
Should be able to sync the clock with the central
server / NTP server.

26

Power

Shall have built-in or external power supply required
for internal operations. Should be able to work with
220-240V single phase power supply

27

Battery Backup

Battery Refresh

SMF (Sealed Maintenance Free) Batteries for backup
of min. 4 hours. Should be able to control EM locks.
01 EM lock should be provided by the vendor. Lithium
battery to maintain data in RAM and supply power for
the on-board RTC etc.
The bidder shall compulsorily replace all the
batteries after 3 years and as and when the batteries

get faulty during the entire lease period
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Sr No.

Description

BHEL Specification

Compliance

Remarks (Yes/No)

28

Environmental

Device shall have working temperature range of 0 to
50 degree C and humidity range of 10% to 80% RH non-
condensing

29

Availability of Data

The solution should be able to download punch
information of employees from the readers in auto-
push real-time mode. There should be no batch
process required. Also, if required in case of LAN
network failure, Power outage or any other possible
interruption in DB Server etc., communications with
server should be performed at regularly scheduled
intervals or preset times, or on an "on demand" or
"when available” basis.

30

Software / Firmware
Updates

Software/Firmware updates should be possible
through network/communication Port and
Software/Firmware updates to be provided free of
cost during lease period.

31

Replacement

Should be of Plug and Play Type. Should be possible
to replace the faulty reader/ sensor or camera
module without needing to reprogram the control
unit.

32

Biometric Modalities

The device should support Face+Mifare card/HID
iClass card based solution

The reader, face detection cameras, battery or any
other components are to be enclosed in the same unit

33

ESD

>=1 kV. (All the devices should be properly earthed).

34

Certifications

CE, FCC, RoHS, BIS

3h

Communication
Interface

1 USB Port, 2 relay output,1 I/0 (input & ouput)
Wiegand

36

Integration with Tower
Lights

The Tower lights being procured should be installed
with these Readers and should indicate “GREEN”
colour for access granted and “RED” colour for access
denied

36

Data Security

Minimum AES 128-bit data encryption

37

REMOVED

38

Operating system

Linux / Android

39

Bi-directional access

Provision to use same reader for both IN as well as
OUT in multi-shift environment on 24x7 basis i.e. in
same workplace there may be different shifts going
on and logic to be built based on shift timings of a
particular employee / group of employees

las?™
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Sr No.

Description

BHEL Specification

Compliance

Remarks (Yes/No)

40

Functionality in offline
modes

The readers should function in 100% offline mode
without dependency on network both at the gates
and work places. The biometric validation should be
done within the reader in 100% offline mode. When
the employee faces the reader, reader authenticates
the templates with already available templates in the
reader's memory and accordingly decision is made.
Access (IN/OUT) movements should be provided only
after validation of business rules even in offline mode
( no network).It should be able to send all events
once connectivity is re-established (employees must
be able to punch- in/ out for shift or lunch break
during offline condition). Should work on First-In-
First-Out mode.

41

Reader Dump

There should be a facility for getting reader dump (of]
all the transaction data) online directly, by-passing
the management software with proper
authentication (username/password).

42

MAC Address

MAC (Media Access Control) addresses of the quoted

devices should be registered in the name of OEM
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9.1 Type | : Technical Specifications of Wall Mount Facial Recognition Device

ANNEXURE - 9 (R02)
Facial Recognition Device

Sr No. |Description BHEL Specification (C\?:;fbll‘;“ce

1 Make & Model To be specified by Vendor........
High End Standalone Wall Mount Facial

2 |Device Recognition  Device for  Attendance
Recording

3 Users Storage Min. 5000

4 %‘ard Authentication (1:5000) <2 secs

ime
5 Communication 1 USB Port, 2 relay output,1 1/0 (input &
Interface ouput) Wiegand

Face Recognition Reader

Refer Annexure 8 for Facial Recog

nition Device technical specification

N e o Compliance
Sr No. | Description BHEL Specification (Yes/No)
Authentication Time y
1 for face recognition (1:5000) <2 secs
User Turnaround | Less than 3 Second per user (1:5000)
2 Time for face | including capture, matching and audio /
recognition visual validation
9.2 Type -ll Technical Specifications - Facial Recognition Device for Access Control at Gates
. S Compliance
Sr No. | Description BHEL Specification (Yes/No)
1 Make & Model To be specified by Vendor........
- High End Standalone Facial Recognition
£ Detvige Device for Gate Access Recording
Each machine individually should be
capable of storing employee information/
3 Users Storage employee profile/ master data (Min
15,000 users) for local validation.
5 Communication 1 USB Port, 2 relay output,1 I/0 (input &
Interface ouput) Wiegand
Face Recognition Reader
Refer Annexure 8 for Facial Recognition Device technical specification
e T Compliance
Sr No. | Description BHEL Specification (Yes/No)
1 | Authentication T!me (1:15000) <2 secs
for face recognition
User Turnaround | Less than 3 Second per user (1:15000)
2 Time for face | including capture, matching and audio /
recognition visual validation

UdHE
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9.3 Type - lll Technical Specifications - Portable Facial Recognition Device with Wi-Fi connectivity (F
Access Control at Gates Emergency/ sudden breakdown situation & for Suspend employees)

Sr No. | Description BHEL Specification f\?;:m‘g)"ce
1 Make & Model To be specified by Vendor........
High End Standalone Wall Mount Facial
2 Device Recognition Device for Attendance
Recording for Breakdown
1 USB Port, 2 relay output,1 1/0 (input &
ouput) Wiegand
3 Communication TCP/IP using RJ45 and in-build Wi-Fi
Interface Device should support IEEE
802.11a/b/g/n compatible networks with
Security
Face Recognition Reader
Annexure 8 for Facial Recognition Device technical specification
Sr No. | Description BHEL Specification fg:;}:rl::)nce

Authentication Time

for face recognition (4:19000) <2 sec5
User Turnaround | Less than 3 Second per user (1:5000)
2 Time for face | including capture, matching and audio /
recognition visual validation

9.4 Type - IV - Facial Recognition Device reader with cellular connectivity and RFID card
reader (For locations in Township where LAN connection is not available)

o i o Compliance
Sr No. | Description BHEL Specification (Yes/No)
1 Make & Model To be specified by Vendor........
High End Standalone Wall Mount Facial
2 Device Recognition Device with cellular
connectivity for Attendance Recording
It should support cellular connectivity for
wireless communication with application
server web interface through https protocol.
3 Communication
b 1 USB Port, 2 relay output,1 1/0 (input &
ouput) : Wiegand
TCP/IP using RJ45, Cellular Connectivity
Face Recognition Reader
Annexure 8 for Facial Recognition Dev1ce technical specification
_— cu s Compliance
Sr No. | Description BHEL Specification (Yes/No)

Authentication jl'!me (1:5000) <2 secs
for face recognition
User Turnaround | Less than 3 Second per user (1:5000)
2 Time  for  face | including capture, matching and audio /
recognition visual validation

9.5 Type-V- Technical Specifications - Face recognition reader with card reader (Access
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2y . Compliance
Sr No. | Description BHEL Specification (Yes/No)
1 Make & Model To be specified by Vendor....... ;
High End Standalone Wall Mount Facial
2 Device Integration Recognition Device for Gate
Access Recording
Each machine individually should be
: capable of storing employee information/
3 Users Storage employee profile/ master data (Min 15,000
users) for local validation.
For the special key code operations i.e. 01
to XX, the reader will validate whether the
employee has permission to avail that
4 Reader Special Key | particular special movement at that
Functionality moment and accordingly accept or reject
the request. The complete details and logic
for validation of the special movements 01
to XX will be a part of HR business rules.
5 Communication 1 USB Port, 2 relay output,1 1/0 (input &
Interface ouput) Wiegand
Face Recognition Reader
Refer Annexure 8 for Facial Recognition Device technical specification
- s s Compliance
Sr No. | Description BHEL Specification (Yes/No)
Authentication Time for .
1 face recognition (1:15000) 2= sees
. Less than 3 Second per user (1:20000)
2 ?;fer r;-ggnsirgggd Tims i including capture, matching and audio
s / visual validation
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ANNEXURE-10 (R02)
Turnstile

10. Technical Specifications of Turnstile

Sr No.

Description

BHEL Specification

Compliance
(Yes/No)

Vendor’s
Remarks

Make &
Model

Please Specify

Tripod
Turnstile

Three Cylindrical Arms of Stainless
Steel

Motorized drive mechanism (Motorized

with either Servo Motor or Direct Drive
Technology (Electro Mechanical and
Only Mechanical are not accepted)
100% duty cycle high performance high
torque  motorised drive  system
providing bi-directional control of
pedestrian passage in excess of 10
million maintenance free cycles of
operation or a minimum of 7 years in a
pedestrian gate application, integrated
resolver for precise positioning
feedback, high output torque for fast
acceleration and deceleration. The
above has to be certified by OEM on his
letter head. Tripod should perform
with  Normally Close condition.
References of vendor sites where the
proposed model is working for last 4
years or more should be provided.

Stainless steel S5304; ; stainless steel
face panel for mounting of peripheral
components such as card readers, etc

Mechanism to have Rotating Speed
Adjustable/ Configurable

Allows only one user to enter at a time.

The tripod arms should not have the
sharp ends to catch clothing

e
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Sr No.

Description

BHEL Specification

Compliance Vendor’s
(Yes/No) Remarks

Rotation

Rotate 120 Deg and Stop. Rotate 3 x
120 degree pivot arms and stop/locked
in normal position. It should not get
locked in improper position. The
turnstile should get unlocked for
rotation by user only after successful
validation. In all other
situations/conditions, the turnstiles
should be in locked position only and
user should not be able to rotate the
turnstile. In case the turnstiles gets
locked in improper position (other than
home  position), an  alternate
mechanism  should be provided
physically at the turnstile housing to
bring to home position.

Operation

Bi Directional

Super smooth arm movements with
minimal force and no kickback for
utmost safety - will not spring forward
at end of travel (i.e. hit child in back
of head)

Forced entry/exit and impact
detection

Card readers/keypad mounting plates
standard (Flush Mounted) - The power
and network cables connected to
readers should be  completely
concealed and not available for access
to users.

Card readers/keypad mounting plates
standard (Flush Mounted) - The power
and network cables connected to
readers should be  completely
concealed and not available for access
to users.

High  speed, noise free and
maintenance free operation

The turnstiles should have drop arm
feature during emergency situations
Easy to program controller for common
lane configurations

Adjustable hold and open time

Walk way

515 mm passage width + 50 mm
clearance

10

Integration

Should be integrable / configurable
with the Gate Access Face.

11

Fail Safe
Mode / Fail
Lock Mode

Fail safe Mode: In the event of power
failure or switched off, tripod arms will
be free to rotate in either
direction/should drop and allow free
passage for both directions

Fail Locked mode: Tripod arms can be
locked in case of power failure or
switched off

i
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i o Compliance Vendor’s

Sr No. | Description | BHEL Specification (Yes/No) Remarks

12 Anchoring Turnstile Bolted to the floor using

anchor bolt

13 Dust proof body covering the

mechanical system ensuring long life.

The gates are electrically insulated to
14 Safety avoid electrical shock. (complete body

of turnstile should be earthed)

Locking mechanism to prevent tripod

; rotating in the opposite direction once

12 Locking it has travelled 25 degree past the rest

position.

Self-centering mechanism should be

16 geae?:teizsns smooth. No hydraulic damper or

P mechanical limit switch should be used

17 Security Positive action _lock to prevent two

passage at one time.

18 Cartification CE Certified against Electrical & EMC

Safety
; Min 840mm.

19 T - Total system height and length of
rotor arm . iaill Besiritabl di
from ground rotating arm s all € suitable according

to walkway dimension.

20 _tqlpemng < 2 secs

ime

21 Protection IP 54, TUV/BIS certificate for IP rating
Level to be submitted

22 Temperature | 0 to 50 degree C

23 Humidity Humidity: 10% to 80% (non-condensing)

24 Power 220-240 VAC Single phase @50Hz

: The case work must be of corrosion

43 Quakity resistant stainless steel grade 316/304

- DOUSIN | (1200-1300) x (220-260) x (1000- 1050)
(L X W X H) mm approximately.

One standard width dual pedestal
housing with minimum 400mm arm
length, 3 x 120 degree pivot arms, high
performance high torque Motorised
drive system designed for an excess of
10 million maintenance free cycles of

27 Construction | operation, 100% duty cycle, 0.5s
open/close time, minimum 30 persons
per minute. Should have lane indicator.
Dust proof body covering the
mechanical system ensuring long life.
Semi-Outdoor. To be installed under a
canopy / RCC structure
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Sr No.

Description

BHEL Specification

Compliance
(Yes/No)

Vendor’s
Remarks

28

Controller

Motor Controller using the latest Micro
processor technology allowing for very
accurate control of torque, speed,
acceleration and deceleration
parameters of the motor in any
position resulting in highly dynamic
operation; extremely fast reactions in
abnormal situations such as impact
detection or forced entry/exit
attempts; closed loop operation for
precise positioning; ramping up and
ramping down configuration; fully
adjustable speed; resolver input for
position feedback; LED indicators for
operation and error diagnostics

29

Performance
Requirement

MCBF (Mean Cycles Before Failure)- 10
Mil Cycles.
MTTR (Mean Time To Repair/Rectify)-
30 Minutes.
For the above 2 points, references of
vendor sites where the proposed model
is working for last 7 years or more
should be provided.

\1\°
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ANNEXURE -11(R02)
Boom Barrier

11.1 Technical Specifications of 6m Boom Barrier

- s Compliance
Sr No. |Description BHEL Specification (Yes/No)
1 Make & Model To be specified by Vendor........
2 Lane width Max. 6.0 m
maximum 6 sec, TUV/BIS
3 Opening/closing time certificate for open/close time
to be submitted
4 Power consumption Maximum 150 W
5 Voltage AC110V or AC220V, 50/60 Hz
6 Duty cycle 100%
7 Housing dimensions (W x D x H) 500-530) % (260360 ¥ (300:
1100)mm
. IP 54, TUV/BIS certificate for IP
P Enclospre:rating rating to be submitted
9 Temperature range -5 °C to +50 °C or better range
10 Inte.gratec! 2-channel deteCtorStandard
for induction loops
11 Modular expansion of control system|Freely expandable
12 Variable |/0 assignment Standard
13 No. of digital inputs 8
14 No. of relays/digital outputs 6/4
Input with test for safety light
15 " 1
barrier/ Laser scanner
16 Selectable closing speed Standard
17 Barrier Weight Minimum 40 Kg (except Boom)
Built-in delay auto-closing and
18 reverse on obstacle in case of|Yes
resistance
e s CE Certified against Electrical &
19 Certifications EMC Safety

WL
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11.2 Technical Specifications of 4m Boom Barrier

- S Compliance
Sr No. | Description BHEL Specification (Yes/No)
1 Malka & Madal To be specified by
Vendor........
Z Lane width Max. 4.0 m
maximum 5 sec
. y TUV/BIS  certificate  for
- UpEmng/ closng tine open/close time to be
submitted
4 Power consumption Maximum 120 W
5 Voltage AC110V or AC220V, 50/60 Hz
6 Duty cycle 100%
5 Housing dimensions | (300-350) x (280-360) x (900-
(Wx D xH) 1100)mm
g IP 54, TUV/BIS certificate for
g Enclasure rating IP rating to be submitted
9 Temperature range -5 °C to +50 °C or better
range
Integrated 2-channel
10 detector Standard
for induction loops
11 Modular  expansion  of Eresely axpmndsbie
control system Y €20
12 Variable 1/0 assignment Standard
13 No. of digital inputs 8
No. of relays/digital
W outputs sk
15 Input with test for safety 1
light barrier/ Laser scanner
16 Selectable closing speed Standard
17 Barrier Weight Minimum 35 Kg (except Boom)
Built-in delay auto-closing
18 and reverse on obstacle in | Yes
case of resistance
irr s CE Certified against Electrical
19 Certifications & EMC Safety
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11.3 Technical Specifications of 1m Boom Barrier

5 o T Compliance
Sr No. | Description BHEL Specification (Yes/No)
1 Make & Model To be specified by Vendor........
2 Lane width Max. 1.0 m
maximum 5 sec
3 Opening/closing time TUV/BIS certificate for open/close
time to be submitted
4 Power consumption Maximum 100 W
5 Voltage AC110V or AC220V, 50/60 Hz
6 Duty cycle 100%
Housing dimensions r ) )
7 (W x D x H) (300-350) x (280-360) x (900-1100)mm
; IP 54, TUV/BIS certificate for IP rating
8 Enclosure rating 16 b subiritrad
9 Temperature range -5 *C to +50 °C or better range
Integrated 2-channel
10 detector Standard
for induction loops
Modular  expansion of
11 cantrol system Freely expandable
12 Variable 1/0 assignment | Standard
13 No. of digital inputs 8
14 No. of relays/digital 6/4
outputs
Input with test for safety
15 light  barrier/ Laser | 1
scanner
16 Selectable closing speed | Standard
17 Barrier Weight Minimum 30 Kg (except Boom)
Built-in delay auto-closing
18 and reverse on obstacle in | Yes
case of resistance
19 Cartifications CE Certified against Electrical & EMC

Safety
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ANNEXURE - 12 (R02)
Tower Lights

12. Technical Specifications of Tower Lights

Sr No. [Description |BHEL Specification Compliance
1 Make & Model |To be specified by Vendor........
2 2-in-1, Tower Light
Should support integration with Type IlI, 1V, V.
3 Integration  |based reader as mentioned for all gate access
device.
: Should be mountable on top of above
4 ORI mentioned readers/ scanners/ Reader Stand
Light
8 Source/Lamp [LED based light
Style
Operating
6 Temperature 0 to 50 Degree C
7 Rating P65
8 Quality Vibration resistant
9 configurable to steady or flashing mode
0 |Reauiremant Pre-wired and pre-assembled with min 100mm
a pole (excluding height of Light)
Diameter  of|,,.
11 Light Min 80 mm
12 |Height of LightMin 60 mm
13  |Light Colors |Red and Green in the same lens
14 LED Lamp, Pipe Mount Base and Flasher
15 |Certification |CE & UL / BIS Compliant

\
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ANNEXURE -13 (R02)
Smart Card

13. Technical Specifications of Employee Smart Cards

Sr No.

Description

BHEL Specification

Compliance
(Yes/No)

Vendor’s
Remarks

Make & Model

To be specified by Vendor........

Memory

Card shall

have minimum 4 KB
memory and to be compatible with
Mifare or HID iClass platform for
storing and accessing data items

Quality

Card shall be laminated and color
coded as per the type of user. Colour|
fading and card damage due to
inferior quality lamination shall be
replaced by vendor.

Encryption

Shall support DES, TDES, 3KT DES &
AES cryptography. Data inside the
card shall be secured with minimum
64 bit encryption so that data can’t
be modified or accessed until the
card and the reader have completed
mutual authentication

Material

Card shall be durable, made of PVC
and meet I1SO 7810 standard for
length, width, thickness and
construction. Card shall be resistant
to alcohol, Fuel, sweat etc. It should
be capable of direct two sided dye-
sublimation or thermal transfer
printing so  that cardholder
information / images, instructions
shall be printed directly onto card.

Standard
Compliance

Compliance to ISO/IEC 14443A

Frequency

Contactless smart chip operating at
13.56 MHz

Others

Smart card shall be supplied with 1
meter lanyard (with BHEL logo
preprinted at- defined distance
intervals) and a solid / rigid plastic
card holder with slots for clip or
lanyard with Card Holder

Warranty

Card shall be warranted against
defect in material and workmanship
for lifetime

10

Environmental

Temperature 0 to 50 degree C; 10%
to 80% RH non-condensing

11

Additional Cards

Additional  cards along  with
preparation, if any will be on the

same rates
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e . Compliance Vendor’s
Sr No. |Description BHEL Specification (Yes/No) —
. The card can be used as proximity
12 g:ggn;ﬁjon & card within a distance of 50 mm
g from surface of the reader.
. ‘|Compatible with swing barrier gates
13 |Operation & EM locks
The same card should permit user to
14 Multiple Access  |enter different work premises as per

requirement
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ANNEXURE -14 (R02)

14. Technical Specifications of Miscellaneous Items

i i Compliance Vendor’s
Descripkian (Yes/No) Remarks
14.1. Specifications of UTP (Unshielded twisted pair)
Cable / RJ45 Connectors
Make [To be specified by Vendor........"
Should meet minimum Category
1 Cat 6 g
6 requirements
2 [Type of Conductors 4 Pair 23 AWG Conductors
3 |Frequency Characterized to 250 MHz
5 Brandards TIA/EIA 568B, ISO Class E 11801-
2002
Gigabit Should meet or exceed Gigabit
g Requirements Ethernet Requirements at 100
mtrs
6  |Connectors Compatible with cable
7 Length of the cable|As per the requirement
8 ey o theAs per the requirement
connector
14.2. Specifications of PVC Conduit
Make To be specified by Vendor........
1 1" PVC Pipe, Medium Strength. ISI Mark
2 Length c.)f theAs per the requirement
conduit pipe
14.3. Specifications of MS Conduit Pipe
Make To be specified by Vendor........
1 1" MS Pipe, Medium Strength, ISI Mark, Minimum Wall
Thickness 1.6mm
2 Length of thelAs per the requirement
conduit pipe
14.4, Specifications of Power Cable
Make To be specified by Vendor........
3 Core Multi-strand Flexible Copper Power Cable of]
1 size 1.5 Sgmm Suitable for Connecting readers /
controllers / barriers
2 Lengtin. iaf th'E‘As per the requirement
cable
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ANNEXURE-15 (R02)

15.1. Installation and Commissioning

Sl. no.  [Description BHEL Specification Compliance

(Yes/No)

Project installation is in the scope of vendor

ineeallation - QEEL(Acceptance Test Plan) is in the scope of|

commissioning

o

Commencement of contract period will be
after ATP

Maintenance personnel viz. Hardware
Engineers and Software Engineers (as per
BoQ) shall be stationed at BHEL locations
during contract period, for upkeep and
maintenance of the equipment and for
developing and maintaining the attendance
recording, access control and canteen
management systems and for Adhoc
Management Information Reports
generation.

2 Manpower

s
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16. Auto Swing Barriers

ANNEXURE-16 (R02)

16.1 Auto Swing Barriers 1-Lane PWD

Sl no.

Description

Compliance
(Yes/No)

Automatic

Swing Barriers

Gates (1 lane)
and make it
compatible
with Face
recognition
Devices (and
through  RFID
card also)
physically
handicapped
(PH)
compatible

BHEL Specification
1. Material : Stainless Steel Grade 304 and
scratch proof / laminated acrylic flap
2. Dimension (Range) :
(L) 1200 1500 mm
(W) 180 200 mm
(H) 980 1100 mm
3. Flap Size 425 mm 450 mm
4. For  Access  width 900 mm
5. Compatible with Face recognition device
(access control)
6. Swing direction Two  ways

7. Pass rate : 20 - 30 person / minute
8. SOFTWARE CONTROLLED ENTRY & EXIT
9. PROVISION FOR MANUAL KEY (EMERGENCY)
10. In case of emergency/power failure, swings

should be fully open
11.(REMOVED)
12. LED indicator for entry & no entry

13. Mean Cycle between failure (MCBF) :
Minimum 50,00,000
14. Power Supply : 230 Volt / 50 Hz

16.2 Auto Swing Barriers 2-Lane PWD

Barriers Gates (2 /
Multi lane) and make
it compatible with
Face recognition
Devices (and through
RFID card also) and
physically

handicapped
compatible

(PH)

mm
4. For Access width - 600 mm on one side and

900 mm on second side
5. Compatible with Face recognition device
(access control)
6. Swing  direction: Two  ways

7. Pass rate: 20 - 30 person / minute
8. SOFTWARE CONTROLLED ENTRY & EXIT]|
9. PROVISION FOR MANUAL KEY (EMERGENCY)

10. In case of emergency/power failure,
swings should be fully open
11, (REMOVED)

12. LED indicator for entry & no entry
13. Mean Cycle between failure (MCBF):
Minimum 50,00,000

14. Power Supply: 230 Volt / 50 Hz

Sl no. Description BHEL Specification Compliance (Yes/No)
1. Material: Stainless Steel Grade 304 and
scratch proof / laminated acrylic flap
2. Dimension (Range):
(L) 1200 1500 mm
(W) 180 200 mm
(H) 980 - 1100 mm
Alfboriatic Swing3' Flap Size: 250 mm - 300 mm & 425 mm - 450
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16.3 Auto Swing Barriers 1-Lane

Sl no.

Description

BHEL Specification

Compliance (Yes/No)

Automatic Swing
Barriers Gates (1 lane)
and make it compatible
with Face recognition
Devices (and through
RFID card also)

1. Material : Stainless Steel Grade 304 and
scratch proof / laminated acrylic flap
2. Dimension (Range):

(L) 1200 1500 mm
(W) 180 - 200 mm
(H) 980 1100 mm
3. Flap Size: 250 mm 300 mm
4. For Access width 600 mm
5. Compatible with Face recognition device
(access control)
6. Swing direction: Two  ways

7. Pass rate: 20 - 30 person / minute
8. SOFTWARE CONTROLLED ENTRY & EXIT

9. PROVISION  FOR  MANUAL  KEY
(EMERGENCY)

10. In case of emergency/power failure,
swings should be fully open
11. REMOVED

12. LED indicator for entry & no entry
13. Mean Cycle between failure (MCBF) :
Minimum 50,00,000
14. Power Supply : 230 Volt / 50 Hz

16.4 Auto Swing Barriers 2-Lane

Sl no.

Description

BHEL Specification

Compliance (Yes/No)

also)

Automatic Swing Barriers
Gates (2 / Multi lane) and
make it compatible with
Face recognition Devices
(and through RFID card

1. Material: Stainless Steel Grade 304
and scratch proof / laminated acrylic
flap

2. Dimension (Range):

(L) 1200 1500 mm
(W) 180 - 200 mm
(H) - 980 - 1100 mm

3. Flap Size: 250 mm - 300 mm & 250
mm 300 mm
4. For Access width - 600 mm on both
sides

5. Compatible with Face recognition
device (access control)
6. Swing direction: Two ways
7. Pass rate: 20 - 30 person / minute
8. SOFTWARE CONTROLLED ENTRY &

EXIT

9. PROVISION FOR MANUAL KEY|
(EMERGENCY)

10. In case of emergency/power

failure, swings should be fully open

11.(REMOVED)

12. LED indicator for entry & no entry

13 Mean Cycle between failure (MCBF)
Minimum 50,00,000

14 Power Supply : 230 Volt / 50 Hz,
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ANNEXURE-17 (RO2)
17. EM Lock

o o Compliance
Sl no. Description BHEL Specification (Yes/No)

EM locks for Door Access | 1. Holding Force: minimum 300 kg
Control (Double Door) and | 2. operating temp.: -10 to 50-degree C

1 make it compatible with Face | 3. Compatible with face recognition
recognition Devices (and | device (access control)
through RFID card also) 4. (REMOVED)

EM locks for Door Access | 1. Holding Force: minimum 300 kg
Control (Single Door) and | 2. operating temp.: -10 to 50-degree C

2 make it compatible with Face | 3. Compatible with face recognition
recognition Devices (and | device (access control)
through RFID card also) 4. (REMOVED)

Door Buzzer for access- . .
. 1. Compatible with EM  locks
3 controlled doors compatible 2. (REMOVED)

with EM locks

kp M\
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ANNEXURE 74
BUSINESS CONTINUITY PLAN / BACKUP & RESTORE/ RTO/RPO

IT Infrastructure: IT infrastructure shall mean HCI and allied infrastructure and applications

Business Continuity: Business continuity means continuation of business operations in the event of any
outage or breakdown in IT infrastructure.

Following are the major components of BCP:

1. Identification of events: For IT infrastructure, probable causes or events shall be identified and
listed that may lead to outage, breakdown or disruption in the system.

2. A Standing Operation Procedure (SOP) shall be formulated to restore the service in the event of
occurrence of any such identified events.

3. Plan to fulfil RTO and RPO requirements as defined

4. BCP Testing

A. BCP Implementation:

a. Contractor shall carry-out Identification of events and preparation of SOP at the time of installation
and configuration of IT infrastructure. The SOP document shall contain the step-by-step procedure with
screenshots for restoration of the services for each identified event. SOP shall also include the
responsibility matrix with contacts details.

b. A plan shall be formulated at the beginning of the installation/configuration of the IT infrastructure
for fulfilling the RTO/RPO requirements as defined. The plan shall include:

i. DC/DR replication: to be carried out at least once in every 10 minutes to meet the RPO
requirement
ii. Failover from DC to DR: Within 30 minutes after manual invocation (with DR automation)
c. BCP Testing: Testing of BCP shall be carried out periodically to check the adequacy, effectiveness,
and suitability of the BCP. Contractor shall prepare a quarterly schedule for BCP testing of IT
infrastructure:
i. During BCP testing, DR will be invoked and all the operations will continue from DR
for at least one week
ii. After testing period of 1 week, the solution will Fallback & all the operations will
continue to run from DC
d. Backup: The backup solution/software to have following provisions:
a. Database backup
i. Full back up: Provision for daily/weekly/monthly full database backup
ii. Incremental: Provision for daily incremental backup
iii. Archive log backup: Provision for hourly backup
b. Application backup: Backup solution/software shall have the provision for daily full and
incremental backup at file system level '
c. Server Configuration Files backup: Full backup, initially on installation and subsequently on
every configuration change
d. Backup shall be available on Disk as well as on Tape as per 3-2-1 backup principle
e. De-duplication: Disk backup shall have the provision for de-duplication
e. Backup Restore: The BCP plan shall also include step by step procedure to restore the data/files as
and when required. Testing for this activity shall be carried out at-least once a year. The data from
backup will be used to set-up a parallel up and running system.

f. RTO/RPO:
a. Recovery Time Objective (RTO): <= 30 mins - /
arev | MEENA THAKRAN
b. Recovery Point Objective (RPO): <= 10 mins waaw / Manager
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